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PazpaGorumnkm:
He umeer Konortmnunna M. A.

Pabouas mporpamma TUCHMITIHHBI (MOIYNSI) COCTaBIeHa B COOTBETCTBUU ¢ TpeboBanusmu OI'OC
BO no nanpasnenuto noaroroBku 09.03.03 Ilpuknagnas uapopMaTHKa, YTBEPKICHHOTO MTPUKA30M
MunoOpuayku ot 19.09.2017 Ne 922, ¢ yderoM TpymoBeIX (YHKIMH MpodhecCHOHATHHBIX
craamaproB: "Cnenmamuct mo uHGOPMAIMOHHBIM CHUCTeMaM', YTBEPXKICH MpUKa3oM MHUHTpyaa
Poccun ot 13.07.2023 No 586m; "PykoBoauTenb NPOEKTOB B 0O0NaCTH HH(POPMAITMOHHBIX
TexHoJorui", yrBepxaeH npukazomM Muntpyaa Poccum ot 27.04.2023 Ne 369H; "CucreMHbli
aHANMMTUK", yTBepKAeH npuka3oM Muntpyna Poccun ot 27.04.2023 Ne 367H.

CornacoBaHue u YTBCPIKACHUC

[Tonpaznenenue
No WITH ) OTBeTCTBEHHOE OUO Busa Hara, mpoTokomn
KOJUIETHaIbLHBIH JIAIIO (pu HANTMYUN)
oprax
1 Kadenpa 3aBeayromui Epmonuna JI. B. Paccmorpeno |21.05.2026, Ne 9
MIPUKJIaTHON kadempoi,
WH()OPMATUKHA | PYKOBOJHUTEIH
MoJIpa3AeICHus,
pealn3yoIero
OI1
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1. lesb 1 321241 0CBOCHUS M CUMILVINHBI (MOLYJIS)

[lenb ocBOEHUS MUCHUIUIMHBI - (JOPMUPOBAHHE TEOPETUUYECKUX 3HAHMNA M MPAKTUYECKUX
HaBBIKOB TI0 MPHUMEHEHHIO KPUNTOrpauyecKux METOJOB U CpPEACTB Uil oOecredeHus
KOH(UIEHIIMATBHOCTH, LEJIOCTHOCTH W ayTeHTUYHOCTH HWH(GOpMAallMd B aBTOMATHU3MPOBAHHBIX
cUCTEeMax.

3anaun U3y4eHHs TUCUUTLINHBL:

- H3yunth MaTeMmaTHUeCKHME€ OCHOBbI UM KJIACCHYECKHE aJITOPUTMbl CHMMETPUYHOIO U
aCUMMETPHUYHOTO MH(poBaHus, Xel-GyHKINUU U JIEKTPOHHYIO IOJIHUCH.;

- OcBOHTH METOJBI YNPABICHUS KPUNTOrPAQUISCKUMH KITFOYaMU M TPOTOKOJBI ayTeHTH()HUKAIUN
(Kerberos, SSL/TLS) B kopnoparuBubix UC.;

- CdopmupoBaTh HaBBHIKM TPUMEHEHHUs TocynapcTBeHHBIX kpurrtoctanmaptoB (I'OCT 28147-89,
I'OCT P 34.10-2012, TOCT P 34.11-2012) u ucnonb3oBanus CK3U nist 3anuThl JaHHBIX..

2. [lnanupyemble pe3yJbTaThbl 00y4eHHs MO JUCHUILINHE (MOAYJII0), COOTHECEHHbIE C
IJIAHUPYEMBIMHU Pe3yJIbTATAMH 0CBOEHHSs1 00pa30BaTe/IbHOI MPOrpaMMbl

Komnemenyuu, unouxamopwl u pezynomamol 06yyeHus.

INIK-2 Cnocobern k TtectupoBannto MC u mnpuHATHIO Mep Tpu OOHAPYKEHUH WHIIMICHTOB
nHGOPMAIIMOHHON 0e30MacHOCTH, CBsi3aHHBIX ¢ paboroit MC, B paMkax BBIIOJHEHUs padOT IO
co3maHuio (MoguduKalmm) u conpoBoxaeHuto MC

[1K-2.2 [IpuaumaeT Mepsl B ciydae oOHapyxeHus MHIHIEeHTOB Vb, cBsi3aHHBIX ¢ paboTOit
NC, B pamkax BBIMOJIHEHHUS pabOT MO CO3MaHMIO U conpoBokeHnto NC
3Hamu:
IIK-2.2/3u1 Meroasl  oOHapyxkeHuss wuHOUAeHTOB Wb ¢ ucmonb3oBaHueM
KpUNTOAHAIN3a, MPU3HAKKA HAPYIIECHHs EJIOCTHOCTH U KOH(PUACHIIMAIBHOCTH JaHHBIX,
npouenypsl pearupoBanus u Tpeboanus k nmpumeHeHnro CK3U mpu paccrnemoBanum
MHUUCHTOB.
Ymemns:
[MK-2.2/Ym1 BbIABASATH TpPU3HAKH KPUNTOTPAPHUECKUX aTaK ©  KOMIIPOMETAINH
KITIOYEBOM WH(OpPMALIMK, TPUMEHSATH CPEJACTBA KPHUNTOTpaUUEcCKON 3amuThl IS
JIOKAJTU3aIlii HHIUACHTA U 00eCTIeYnBaTh COXPAHHOCTh HU(POBBIX JOKA3aTEIHCTB.
Braoems:
[1K-2.2/HB1 HaBbikamu pabGotsl ¢ CK3U u KpuUnToOaHAIUTHYECKUMH WHCTPYMEHTAMH,
METO/IaMU ONePAaTUBHOTO PearupoBaHUs HA MHIUJCHTHI, IPUEMaMH JTOKyMEHTHPOBAHUS
Y OTYETHOCTH IO pe3yJIbTaTaM paccieqoBaHus HHIKUAeHTOB Ub.

[IK-4 Cnocoben k BwisiBIeHHIO TpeOoBanuii k CucreMe, €€ KOHIENTYaJbHO-JTOTHYECKOMY
MIPOEKTUPOBAHMIO U COTIPOBOXKICHHIO pa3padOTaHHBIX MPOEKTHBIX PELIeHUH

[1K-4.2 ComnpoBoxaaet pazpaboTaHHbIe TPOCKTHBIE penieHus 1 Tpedoanms k MC

3nams:

[1K-4.2/3u1 Metononoruu BBISBICHUS TpeOOBaHUN K KpHUNTOrpadUyuecKoi 3amure,
CTaHJapThl W HOPMATUBHbIE JOKyMeHTh 1o mnpumenenuto CK3U, npuHOums
KOHLIENTYaJIbHO-JIOTHYECKOTO  MIPOEKTUPOBAHMUS CUCTEM 3alllUThl HMHPOpPMALUU C
HCIOJIb30BaHUEM KpUOTOrpaduu, 3Tambl M MPOIETyphl COMPOBOXKACHUS IMPOEKTHBIX
peleHui B 00JIaCTH KPUMTO3AIUTHI HAa BCEX CTaUAX sku3HeHHoro 1nkia UC.

Ymems:
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[IK-4.2/Ym1 Amnanu3upoBaTh OHW3HEC-TIPOIECCHI W HOPMATHBHBIC TpPEeOOBAHHS IS
dbopMupoBanusi TpeOOBaHMM K  KpuUNTOorpapuyecKkod 3ammuTe, pa3padaThiBaTh
KOHIIETITyalbHbIE W JIOTHYECKHE MOJENId CHUCTEM KPUITO3AIIUTHI, COIIACOBBIBATH
MPOEKTHBIE PEIICHHs] C 3aWHTEPECOBAHHBIMH CTOPOHAMH (3aKa3uWK, pa3pabOTUYHKH,
pETyIATOPBI), BHOCHTh HM3MEHEHHS B TIPOCKTHYIO JIOKYMEHTAIHIO TP H3MEHEHHUH
TpeOOBaHMIA MU MOSIBICHUU HOBBIX yTPO3.

Braoems:

[1K-4.2/HB1 HaBbikamMmu pa3pabOTKM ¥ aKTyalnd3alld TEXHUYECKOTO 3aJaHusi ¢
pas3zenoM KpUnTorpagpuueckon 3aiiuThl, METOAAMHU OLIEHKH 3((EeKTUBHOCTH MPOEKTHBIX
pemieHnii Mo Kpumro3amuTe, npuemMamu Bepuduxamuu TpeboBanuii k CK3U u
JOKYMEHTHPOBAHUS PE3yJIbTaTOB SKCIEPTU3bI, METOAUKAMHU COTPOBOXKICHHSI IPOESKTHBIX
pelieHuii B mpouecce BHeApeHus U skciryaramnuu UC.

3. MecTo nucuunanHbl B cTpykrype OIT

Hucnurummaa (Monynb) «Kpunrtorpaduueckast 3ammura nHbOpMAIMU» OTHOCUTCS K (GOpMHUpYyEeMOH
y4acCTHUKaMH 00pa30BaTENbHBIX OTHOILICHWHA YacTH 00pa30BaTeIbHONW MPOTpaMMBI M H3y4aeTcs B
cemecTpe(ax): 6.

B npouecce wu3ydeHus OUCHUIUIMHBI CTYAEHT TOTOBHTCS K PEHNIEHWIO THIOB 3a1ad
npodeccuoHaNbHON  nesTenbHOoCTH, npeaycMorpenHbix @OI'OC BO wu  oOpa3oBarenbHOM
MPOTPaMMOM.

Komnerenuust IpenmecTByonue THCHATLTHHBI MMocnexywomue THCHUTLTHHBI
ITIK-2 - Cnocob6eH k TectupoBanuto MC 1 mpuHATHIO Mep NTPH 0OHAPYKEHUH HHIIUEHTOB HH(OPMAaIMOHHON
0e3omacHOCTH, CBA3aHHBIX ¢ paboToit C, B paMKkax BRIONHEHMS paboT 1m0 co3manmio (MoauduKanum) u
conpoBoxaeHuto MC

IIK-2.2 IIpunumaer mepbl B |MeTOabI U CPECTBA 3ALIUTHI BezonacHocts Web-nprutoxeHuid,
cily4yae oOHapyKeHUs uHpopmaiuu, [IpaBoBas 3ammura be3omacHOCTh MOOMIIBHBIX
uHIHIeHTOB 1B, cBa3anubIX ¢ |[MHQOpMarmn, Teopus NpUIoKeHUH, BrlmonHeHue u 3ammmura
paboroii UC, B pamkax nH(GOPMAITMOHHON 0E30MaCHOCTH U |BBIITYCKHOW KBaJIM(DUKAITMOHHOM
BEITIOJTHEHUS PaboT 10 METOMOJIOTHSI 3aIUTH HHQopMauy, |paboTel, METOIBI U CPENCTBA 3aMTUTHI
CO3/IaHUIO U COTIPOBOXKACHUIO |YdeOHas MpaKTHUKa: nHpopmainu, OpraHu3aluoHHAS
nc TEXHOJIOTMYECKAs 3ammTa nHpopmanuu, [IpaBoBas
(TIPOEKTHO-TEXHOIOTHYECKasl ) 3ammuTa nHpOpMaIuH,
MPaKTHKa [IporpammHO-anmapaTHast 3aIuTa

uHpopmarun, [Ipon3BoacTBeHHas
MPaKTUKA: TPEIIUTLIOMHAS
npakTtuka, [[ponsBoacTBeHHAs
MPAKTHUKA: TEXHOJIIOTHIECKas
(TIPOEKTHO-TEXHOIOTHYECKasl )
MPaKTHKa, TeXHIIEeCKas 3aIInuTa
nH(bopMaIuu

ITK-4 - Cnioco6eH K BbIsBIEHUIO TpeOoBaHmii kK CUCTeMe, ee KOHIENTYalIbHO-JIOrMUYeCKOMY TIPOSKTHPOBAHHUIO
U COIPOBOXKIICHUIO Pa3padOTaHHBIX MPOCKTHRIX PEIICHUN
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[IK-4.2 ConpoBoxjaer
pa3paboTaHHbIE IPOEKTHBIE
pemienus u Tpedosanust k UC

WupopMannoHHO-KOMMYHUKAITHOHH
bI€ TEXHOJIOTUU B

PO eCCHOHANLHON AEITEIBHOCTH,
HeiipocereBbie TEXHOIOTHH B
COLMANBHEIX Meaua, O0IaunHbIe
TEXHOJIOTHH U yCIyTu, OCHOBBI
MIPOSKTHOH NeATeNFHOCTH, Y yeOHast
MPAKTUKA: TEXHOJIOTHYECKas
(TIPOEKTHO-TEXHOJIOTHUECKAST)
IPaKTUKa

Brinonnenue 1 3auTa BbITYCKHON
KBaJIM(DUKAIIMOHHON PaboTHI,
O0mnauHble TEXHOJIIOTHH U YCIIYTH,
IIpoexTupoBanue u peanuzaius 6a3
JaHHbIX, [IpoekTrpoBaHue
MH(POPMALIMOHHBIX CUCTEM,
IIpoexTHBII NpaKTUKYM,
IIpou3BoncTBeHHAs IPAKTHKA:
MPEIIUTUIOMHAS TIPAKTHKA,
IIpon3BonCcTBeHHAS IPAKTHKA:
TEXHOJIOTHYECKas
(TIPOEKTHO-TEXHOIOTHYECKasl )
MPaKTHKa, TeXHIIECKas 3aIInuTa
uHpopMmanu, TexHonoruu
3aIIMIIEHHOTO JOKYMEHT0000pOTa,
Yupapienrue HHPOPMAITHOHHBIMU
MPOEKTAaMH PeaTn3aIiy
KOMIUIEKCHON 06€30I1acHOCTH

4. O6beM TUCHUITHHBI (MOXYJIsI
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Pa3nea 1. Kpunrorpagpuueckas 110 2 2 103,7
3ammTa uHGOpMaAUHU
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Tema 1.1. BBenenue B
KpUMNITOTpapUIECKYIO 3aIUTY
nH(pOpMaIUK: OCHOBHBIE TOHATHS,
TEPMUHBI U OTIpeJIeIeHUs
Kpunrorpapuu; KiaccupuKaIms
KpUnTorpapuuecKux MeTOJI0B U
QITOPUTMOB (CUMMETPUYHEIE,
aCUMMETpPHYHBIE, XelI-()yHKITIH);
0030p HOPMATHBHO-TIPABOBOI
6a3e1 npumenenust CK31 B PO
(I'OCT, 152-®3, npukassl
OCTIK); ucropuueckuii 0630p
pa3BUTHSI KpUNITOTpaduUu.

110 103,7

5.2. KoHTpo/IbHbIE MEPONIPUSATHS N0 TUCUHUILINHE

Bua xouTpons

®dopma KoHTpOJIs1/O1IeHOYHOE CPEACTBO

Texymuii KOHTPOJIb

TecToBOe€ 3amanne

[TpomexyTounas
arTecTaus

OK3aMeH

Buja xoHTpoJs/ ucnosib3lyemble
OLICHOYHbIE MaTepHaJIbI

HaumenoBanue pasngeiia
Texymmi

IpomexyT.
aTTecTalms

TecToBOE 3aganue

Kpunrorpaduueckas 3amura nHbopManuu

DK3aMeH

6. OneHoyHbIe MaTepUAJIbl TEKYLIEr0 KOHTPOJIA

1. Kpunmoepadghuueckas 3awuma unghopmayuu Tecmogoe 3adanue

Ne
n/m

Conepxanue Borpoca

| ITpaBuibHBINA OTBET (KJIFOY OTBETA)

KoMmneren
LUt

1

Ipu tectupoBanuu VIC ayis BRISIBICHHS HHIIMACHTA, CBI3aHHOTO C MEPEXBATOM CETEBOTO TpaduKa, Kakoi
MPOTOKOJ 00ECIICINBACT 3aIIUTY TIEPEaBAEMbIX TAHHBIX OT MIPOCTYIIHBAHUS?

a) HTTP

b) FTP

¢) TLS/SSL

d) Telnet

OrtBeT: c

IIK-2

IIpu o6Hapyxenuu unnuneHTa Ub, cega3aHHOrO ¢ KOMIIpoMeTanuel KiitodeBoi HHpopManuy, Kakoe JeicTBIe
JIOJKHO OBITH BBITIOJIHEHO B IIEPBYIO OYepeab Mpu conpoBoxaenun MC?

a) IPOJIOJKEHUE PabOThI ¢ KOMIPOMETHPOBAHHBIMH KIIFOUaMU

b) HeMenIeHHBIN OT3bIB (aHHYIUPOBAHUE) CKOMIPOMETHPOBAHHBIX KII0UEH U reHeparys HOBBIX

C) yBeJOMJIEHHE BCeX MONb30BaTeNIel uepes Mecsl]

d) urHopupoBaHue HHIKACHTA

Orser: b

IIK-2

Kakoii kpunrorpaduuecKkuii alrOpUTM HCIONB3YETCs VISl IPOBEPKHU 1IETOCTHOCTU IaHHBIX NPH OOHAPYKEHUU
unimaentoB Ub B pamkax tectupoBanus UC?

a) AES

b) RSA

c) SHA-256 (xeur-¢yHkIus)

d) Diftie-Hellman

OrtBeT: c

IIK-2

Ilpu npuHATHH Mep 1O ycTpaHeHHIO HHIUAeHTa VB, BBI3BaHHOTO yTEUKO# JaHHBIX, KaKOH MeToA MU(ppoBaHUs]
pEeKOMEeHTyeTCsl IS 3aIUThl XpaHUMOH HHbOpMaIu?

a) mudposanue ¢ nomopsro XOR

b) ucnons3oBanue 6mounoro mudpa (AES-256) ¢ npasuneabM peskumoM (GCM/CBC)

¢) mu¢ppoBanue 6e3 Kiroya

d) ucnons3osanue mudpa Liesaps
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Orser: b

Kaxkoii noxyMeHT foipkeH ObITh 0opMIIeH IIpH 00HapyxeHuH uHIuaeHTa b B pamkax conpoBoxxaeHus UC?
a) TeXHUYeCcKoe 3alaHue Ha paszpadorky UC

b) oTuér 06 MHIUAEHTE (aKT paccaeOBaHMA)

¢) OusHec-1IaH

d) 1OJKHOCTHASI HHCTPYKIMS CUCTEMHOTO aJMUHUCTPATOpa

Orser: b

IIK-2

YeraHoBUTE COOTBETCTBUE Mex Iy TuoM uHIuaeHTa Ub (1-3) u kpunrorpadguueckuM METOIOM €ro
obnapyxenus (A—C) npu obHapyxeHuu uHnuAeHTOB Wb B pamkax conposoxaenus UC.

Tun uHUMAeHTa MB Kpuntorpaguueckuii meToa oBHapyxeHua

1. MaMeHeHue JaHHBIX A. Npoeepka 3LMN nau CpaBHEHWE Xelw-CyMm

2. Nepexsat cetesoro Tpaduka B. AHanua TLS-ceccuid u ceptudmkaton

3. KomnpoMeTauma Kaouen C. MOHUTOPMHI MCNONL30BAHUA KAKOYEH M NpoBepKa cepTMdUKaTos

OtBeT: 1-A, 2-B, 3-C

IIK-2

YcTaHOBUTE COOTBETCTBHE MEXKAY cTanueil pearupoanus Ha uHimaeHt Ub (1-3) u e€ conepxanuem (A—C)
npu oOHapykeHuu uHIKAeHTOB b n npunsTun mep. B OnaHK OTBETOB 3aMUIINTE MOCIEA0BATENILHOCTD
(manpumep, 1-B, 2-A, 3-C).

ICTaAMA pearmpoBaHna CoaepxaHue CTaanm

1. OGHapyXeHne W NOKaNM3aLMA A. O6HOBAEHME KNKOYEH, MCNpaBAeHKe yA3BUMOCTel

2. YcTpaHeHue B. MOHWUTOPWHI aHOMaNMIA, MAEHTUPMKALIMA 3aTPOHYTLIX KOMNOHEHTOB

3. AHanuz W NpeaoTBpaLLEHHE C. [lokyMeHTMpPOBaHWe, aHaaK3 NPUYMH, BHEAPEHWE Mep NPeACTBPaWeHWUA

Orser: 1-B, 2-A, 3-C

IIK-2

YcTaHOBUTE COOTBETCTBUE MEXKTy HHCTPYMEHTOM/METOIOM KpHnTorpadudeckoit 3amutsl (1-3) u ero
HazHadeHueM 1pu tectupoBanuu VC mist ooHapyxenus unHiuaeHToB Ub (A—C). B 61aHK OTBETOB 3alMIIKATE
rmociieIoBarenbHOCTh (Harpumep, 1-C, 2-A, 3-B).

VIHCTPYMEHT/METOL HazHayeHue Npu TeCTUPOBaHKK MUC

1. Xew-dyHkunn (SHA-256) A. NpoBepka NOANMHHOCTA MCTOYHUKA AaHHBIX

2. INeKTPOHHAaA NOANKCE B. MNpoeepka LeNOCTHOCTH $aiinoe u noros

13. TLS/SSL C. 3awmra ceTegoro Tpadmka oT Nepexsara

OtBeT: 1-B, 2-A, 3-C

IIK-2

YeraHOBUTE NPAaBUIIBHYIO NOCIEA0BATEIbHOCTD JEUCTBUM IpH 0OHapYkeHUH HHIMAeHTa b, cBsi3anHOrO C
xommpomeranueii kioue B UC, B pamkax conpoBoxaenus UC.

A) O6HapyxeHHe aHOMaJIUK (HEOObIYHAs aKTUBHOCTD € KIIFOYaMU)

B) AnnynupoBanue (0T3bIB) CKOMIPOMETHPOBAHHBIX KIIOueH U cepTHduKaToB

C) I'enepanus 1 pacpoCcTpaHEHHE HOBBIX KIIFOUeH

D) YBenomieHue 3aMHTEPECOBAHHBIX CTOPOH U JOKYMEHTUPOBAaHUE HHIIUJCHTA

OrtBeT: A—-B—->C—-D

IIK-2

10

YcraHOBUTE NIPAaBUIIBHYIO NIOCIEA0BATEILHOCTD 3TANOB IPOBEPKU LIEIOCTHOCTH AAHHBIX IIPU TECTUPOBAaHUU
NC s o6Hapyxenus uHnuaeHtoB Ub. Pacnonoxute Oykssl (A—D) B BepHOM HOpsAKe.

A) CoxpaHeHHe 3TaJOHHBIX XELI-CyMM B 3alUIIEHHOM MecTe

B) Pacuér xem-cymMsl ¢aiia ¢ oMol Kpunrorpaduueckoi xem-(gyHKIuu

C) CpaBHeHHE NIOTYyYEHHOH XEII-CyMMBI € 3TaJIOHHOU

D) [IpunsiTue pemenus o UeIOCTHOCTH JaHHBIX (COBIAAaeT/HEe COBIA/IALT)

OrtBeT: |B —-A—->C—->D

IIK-2

11

JlaiiTe pa3BepHyThIH OTBET
HasoBure He MeHee IByX KpHITOrpapuuecKUX METOAO0B, UCIIOIb3yeMbIX IIPU 00HapyxKeHUd uHIuIeHToB b
JUlsl IPOBEPKHU LIEJJOCTHOCTH AaHHBIX.

Ortser: |xe1.u-(byHKu1/m (SHA-256), anekrponnas noanucs, HMAC.

IIK-2

12

JlaiiTe pa3BepHyThIH OTBET
IIpu o6Hapyxenuu unnunenTa Mb, cBA3aHHOTO ¢ MepexBaTOM CETeBOro Tpaduka, KaKoi IPOTOKOI IOMKEH
OBITH IPOBEPEH Ha KOPPEKTHOCTh HACTPOUKU?

Tloxnrorosneno B cucteme 1C:Yuusepcurer (000001792)
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OrtBet: TLS/SSL.

13 Jlaiite pa3BepHyTHIi OTBET IIK-2
HasoBute He MeHee IByX IPU3HAKOB KOMIIPOMETAIMU KiroueBoil uHpopmanuu npu Tectuposanuu UC.

OtBer: HEeOOBbIYHAsI aKTUBHOCTH C KIJIFOYaMHU, MHOJKECTBEHHbIE OLIMOKY ayTeHTH()UKAIIUH, TTOSIBICHHE
HEU3BECTHBIX CePTU(HUKATOB.

14 JlaiiTe pa3BepHyThIH OTBET IIK-2

Kaxkoii noxymenT ¢uxcupyet uadpopmanuto 06 nanuaente Ub npu conposoxaenuu UC?
OrtBert: oTuéT 00 UHIMJEHTE / aKT paccienoBaHus uHnuaeHTa Ub.

15 JlaiiTe pa3BepHyThIi OTBET IIK-2
Ilepeducnure He MeHee ABYX Mep IO IpeloTBpaIleH 0 HHIKHAeHTOB b, cBI3aHHBIX ¢ KOMIIpoMeTalen
KPHITOrpapUIeCKUX KIFOUCH.

OtBer: peryispHasi cMeHa KJIIo4el, UCIIONb30BaHKe anmnaparHbix Moaynei 6ezonacuoctu (HSM),
BHEJ]PEHUE CUCTEMbl MOHUTOPHHIA UCIIOIb30BAHUS KIIIOUCH.
16 IIpu BeIsiBNEeHNH TpeOoBanuii k Cucrteme, Kakue TpeOOBaHMs ONPEEISIIOT HEOOXOIUMOCTh UCTIONB30BAHUS I1IK-4
ceprudunmpoBannbix CK3U st 3amuThl AaHHBIX?
a) GyHKI[MOHAIbHbIE TPEOOBAHUS
b) HopMaTuBHBIE TpeOOBaHUS (PETYIATOPHbIE OTPAaHUYEHHS)
¢) unrepeiicHpie TpeOOBaHUS
d) TpeboBaHMs K IPOU3BOLUTEILHOCTU
OrtBet: b

17 Ha stane xonnentyansHo-1orudeckoro npoekruposanus MC kakas MOJeNb ONUCHIBAET IIOTOKU JAHHBIX I1IK-4
MEK/y KOMIOHEHTaMU CUCTEMbI U 30HBI JOBEpHs?

a) ER-nuarpamma
b) DFD (nuarpaMma OTOKOB JJAHHBIX)
¢) UML-guarpamma K1accoB
d) BPMN-guarpamma
OrtBert: b

18 IIpu BeIsBNeHUY TpeboBanuii k Cucteme mnsa MC, o6pabarsiBaroieil nepcoHanbHble JaHHbBIE, KAKOH I1IK-4
HOPMATHBHBIH JOKYMEHT ONpeenseT TpeOoBaHus K KpUITorpaguuecKkoi 3ammure?

a) FOCT 28147-89
b) 152-®3 «O nepcoHaNbHBIX JAHHBIX»
¢) ISO 9001
d) ITIL
OrtBert: b
19 Yro sBIsAETCA PE3yNbTaToOM dTalla CONPOBOXKICHUS Pa3paO0TaHHBIX IPOEKTHBIX pelleHuil B 06nacTi I1IK-4
KpHIITOrpaduuecKoil 3aluTsI?
a) UCXOIHBIH KO IPUIIOKEHUS
b) akTyanu3upoBaHHas IPOEKTHAs JOKyMEHTALUs ¢ y4ETOM HOBBIX YIpo3 U TpeOoBaHuUil
C) IIPOTOKOJBI TECTUPOBAHUS
d) MapKeTHHIOBBIH IJIaH
OrtBet: b

20 IIpu xoHUIENTyanbHO-IOrHYecKoM NpoekTupoBanuy M C kakas MOZeNb ONUCHIBAET CYIIHOCTH, aTPUOYTHL U I1IK-4
CBSI3U MEX/y HUMH JUISl IPOEKTUPOBAHUS 3AIUIIEHHON 0a3bl JaHHBIX?

a) ¢pusznuueckas MOAENb JaHHBIX
b) noruueckas moaens nanHbIX (ER-auarpamma)
) ceTeBasi MOJIC/b
d) uepapxuueckast Mozenb
OrtBet: b

21 YcTaHOBUTE COOTBETCTBUE MEXKTY 3TAllOM IPOeKTUpoBaHuUs/conpoBoxaeHus (1-3) u ero cogepxkanuem (A—C) [I1K-4
B o0yacTu KpunrorpapuyecKkoi 3amuTel. B O1aHK OTBETOB 3alMIINTE MOCIIEI0BaTENLHOCTH (Hanpumep, 1-B,

2-A, 3-C).

Bran Coaepxaxve

. Blidieid Ip?ﬁOBaHHﬁI :\p:ﬁl{;’gz::;ﬁumﬂ AOKYMEHTaUWK NPy U3MEHEHWK YTDO3 M HOPMAaTWBHBIX

I2. KoHUeNTyaneHO-A0rMYeckoe NPOeKTMPOBaHHe B. Onpeanenenue knaccos CK3W, anrOpUTMOE M PeXUMOB WHUPPOBAHNA

3. ConpoBoXAeHUe NPOeKTHLIX PeleHui C. NoctpoeHue moaenel yrpo3, BuIGOP apXUTEKTYPLI KPMNTO3ALWNTLI
OtgerT: 1-B, 2-C, 3-A

22 YcTaHOBUTE COOTBETCTBHE MEXKIY HOPMATUBHBIM ToKyMeHTOM (1-3) u ero conepxanuem (A—C) pu TIK-4
BBISIBJICHUH TpeOoBaHuii kK CucteMe. B G1aHK OTBETOB 3alMIIKTE MOCIEI0BATEILHOCTH (Hampumep, 1-A, 2-B,

3-C).
HopmaTeHbIi AoKyMeHT Copepxaxue TpeboBanHuii
1. 152-®3 «O nepcoHanbHbIX AaHHbIX» A. TpeGoBaHMA K KDUNTOrpAaOWUUECKUM anTopPUTMamM M NDOTOKONaM
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1 12£-%0 SU HEPLUNAADHDIA AarHDIAR AL PEUREGRAN K RREIITOEPGYRHELREM GO URTTMGM B U T UROIG M

2. Mpukazsl Cb Poccun B. TpeGoBaHMA K 2alLMTe NePCOHaNLHLIX AAHHLIX € MCnonb3oeaHnenM CK3U

3. TOCT P 34.10-2012 C. CTaHaapT 3NeKTPOHHOM NOANWCK Ha OCHOBE IMMNTUYECKMX KPMBLIX

OtBeT: 1-B, 2-A, 3-C

23

YcTaHOBUTE COOTBETCTBUE MEX Ty TUIIOM TpeOOBaHUA K KpUITorpaduueckoi 3amute (1-3) u ero npumepom
(A—C) mpu BeIsABIeHuH TpeboBaHuil k CucteMe. B GnaHK OTBETOB 3alMIIUTE MOCIEAOBATEILHOCTS (HAIIpHMED,
1-C, 2-B, 3-A).

[Tun TpeGoBaHuA Mpumep TpeGoBaHuA

1. DyHKUUOHANLHOS A, «CUCTEMa A0NKHA UCNONLIOBATE TONLKO CepTUdUuUMpoBanHble CK3W=

2. HepynkumonaneHoe (GesonacHocTs) B. «Bpema wudpoeanna 6noka He AOMKHO NpeBuiwaTte 10 pe»

C. «Cucrema gonxHa obecneynearts WbpoBaHMe AaHHLIX NO AATOPUTMY

3. OrpaHuuyeHKe (perynaTopHoe) AES-256»

Orser: 1-C, 2-B, 3-A

I1IK-4

24

YeraHOBHTE NIPAaBIIBHYIO TTOCIIEAOBATEIFHOCTE STAIIOB BEISABICHHS TPEOOBAaHHI K KpUNITOrpaduecKoit
sanure CucteMsl. Pacnonoxure OykBbl (A—D) B BEpHOM MOpsKeE.

A) AHau3 HOPMAaTHBHO-TIPABOBBIX TPEOOBAHMH K 3allMTe HHPOPMAIIUU

B) IIpoBeneHne HHTEPBBIO C 3aHHTEPECOBAHHBIMU CTOPOHAMH

C) Onpenenenue KiaccoB yrpo3 u Beioop kimacca CK3U

D) ®opmMupoBanue U coriacoBaHue paszesa Kpunrorpaduueckoi 3ammursl B T3

OTtBer: A—-B—->C—-D

I1IK-4

25

YcraHOBHTE NIPAaBIIBHYIO TTOCIIEAOBATENFHOCTE COMTPOBOXKICHHUS IIPOSKTHBIX PELICHHH 110
KpunrorpapuyecKoii 3aIuTe Ipu U3MeHeHHH TpeOoBanuii. Pacronoxure OykBbl (A—D) B BEpHOM MOpsAKeE.
A) OrnieHKa BIHUSHAS U3MEHEHUN HAa apXUTEKTYPY KPUTTO3AITUTEI

B) Iomyuenue 3ampoca Ha H3MEHEHHE (M3MEHEHIE 3aKOHOIAaTeNIbCTBA, HOBBIC YTPO3EI)

C) AxTyanu3anusi IPOSKTHOH TOKYMEHTAIWH U IIOBTOPHOE COIIACOBAHHUE

D) Pa3paboTtka raHa BHeIpEHHs H3MEHEHHI B CHCTEMY

OTtBer: |B —-A—->D->C

I1IK-4

26

JlaiiTe pa3BepHYTHI OTBET
HasoBute He MeHee IBYX METOIOB BBIBICHUS TPeOOBaHUH K KpUNTOrpaduaeckoii 3ammre CHCTEMBI.

OTtBeT: |I/IHTCpBI>IOI/Ip0BaHI/IC, aHaJIN3 HOPMATUBHBIX JOKYMEHTOB, aHAJIN3 PUCKOB, aHKETHUPOBAaHUE.

I1IK-4

27

JlaiiTe pa3BepHyThIH OTBET
Kaxoii apredakT sBIsSeTCS pe3ynbTaToM 3Tala KOHIENTYalbHO-TOTHYEeCKOTO IPOSKTHPOBAHUS CUCTEMbI
KpHITOrpaduuecKoil 3aluTs?

OrtBet: |MOII€J'II> yrpo3, inarpamMma notokoB naHHeIx (DFD), apxuTekTypa KpUITO3aIIUTHL

I1IK-4

28

JlaiiTe pa3BepHyThIH OTBET
Jl1s 4ero UCHONb3YIOTCS SKCIepPTHBIE METO/bI P BhIABICHUH TpeOoBaHuil k CucreMe B 001acTH
KpHITOrpaduuecKoil 3aluTsI?

Orser: JUTSL BBUSIBIIEHHSI CKPBITBIX PUCKOB, 060cHOBanus Bbioopa CK3U 1 poBepkr pearmcTHYHOCTH
TpeOOBaHHMI.

TIK-4

29

JlaiiTe pa3BepHYTHI OTBET
HasoBute He MeHee IBYX HOPMaTHBHBIX JTOKyMEHTOB, TPEOOBaHHUS KOTOPBIX JOJDKHBI OBITH BBISBIICHBI IPH
MIPOEKTHPOBAHUU CHCTEMBI KPHIITOTPAQHIECKOH 3alUTHI.

OrtBert: | 152-03 «O nepconanbHbIX JaHHBIXY, [Ipuka3sl @Ch Poccun, TOCT P 34.10-2012.

I1IK-4

30

JlaiiTe pa3BepHYTHI OTBET
Kakoii pa3en TeXHHYECKOro 3aJaHusl JOIDKEeH ObITh 00s3aTebHBIM MPH BBISABICHHH TpeOoBanuit k Cucreme
s UC, obpabarpiBatonieii KoHGUASHIIMATbHBIC TaHHbIE?

OrtBert: |pa3uen TpeboBaHuil k kpunrorpaduyeckoil amure nHGOPMaLUH.

I1IK-4

7. O1leHOYHbIe MaTepHaJibl HpOMe)l(yTO‘lHOﬁ aTTeCTallun

Ix3zamen uiecmot cemecmp

Ne
I/t

Conepxanue Bompoca

| [IpaBwbHEIH OTBET (KJIFOY OTBETA)

Komneren
s

JlaiiTe pa3BepHYTHI OTBET
Ipu oGHapyxennn nHnuneHTa Ub, cBI3aHHOTO ¢ HAPYIIEHHEM LEOCTHOCTH TAHHBIX, KAKOH
KpHIITOrpapUIecKiid MEXaHU3M IT03BOJISIET TOATBEPAUTH (DakT M3MEeHEeHHs (aiina?

OrtBert: |cpaBHeHne Xel-cyMM (xem-¢yHknus, Hanpumep SHA-256).

IIK-2

JlaiiTe pa3BepHYTHI OTBET
HazoBuTe He MeHee IBYX JCHCTBHIA, KOTOPBIEC JOJIKHBI OBITH BBIIOJIHEHBI TPU TIPHHATHH MEp 10 YCTPAHSHUIO
uHimaeHTa b, BBI3BaHHOTO KOMITpOMeTaluel Kirouei mudpoBaHus.

Tloxnrorosneno B cucteme 1C:Yuusepcurer (000001792)
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OrtBet: AQHHYJIMPOBaHUE (OT3HIB) CKOMIPOMETHPOBAHHBIX KITIOUEH, TeHEepalysl HOBBIX KIFOUeH,
YBEIOMIICHHE 3aHHTEPECOBAHHBIX CTOPOH.

JlaiiTe pa3BepHYTHI OTBET
Ipu tectupoBanuu VC mis BBIABICHHS HHIMACHTA, CBI3aHHOTO C IEPEXBATOM CETEBOTO TpaduKa, KaKoi
TIPOTOKOJ JOJDKEH OBITh IPOBEPEH HA KOPPEKTHOCTH HACTPONKH?

OTtBer: TLS/SSL.

IIK-2

JlaiiTe pa3BepHYTHI OTBET
HasoBure He MeHee IByX Mpu3HakoB HHIUACHTA VB, CBI3aHHOTO ¢ KOMITpOMeTaIe KpUITorpadmdecKux
KITFOY€ii, KOTOpBbIe MOTYT OBITh BBISIBIICHBI IIpH TecTupoBannu NC.

OTtBer: HEeOOBbIYHAsI aKTUBHOCTH C KIJIFOYaMHU, MHOJKECTBEHHbIE OLIMOKY ayTeHTH()UKAIUH, MTOSIBICHHE
HEM3BECTHBIX CEPTU(UKATOB, HEOKUIAHHBIE 3aMIPOCHI HA pacuIu(POBKY.

IIK-2

JlaiiTe pa3BepHyThIH OTBET
Kaxkoii noxyMeHT foipkeH ObITh 0opMIleH IIpH 00HapyxeHuH uHIuaeHTa b B pamkax conpoBoxxaenus UC?

OtBer: oT4éT 00 MHUUACHTE (aKT paccienoBanus unuaenrta Ub).

IIK-2

JlaiiTe pa3BepHYTHI OTBET
HasoBute He MeHee IBYX METOIOB BBIBICHHUS TpeboBaHui k CucTeMe B 00/1acTH KpUITorpadmdeckoit
3aIIUTHl HHPOPMAIHH.

OTtBer: HUHTEPBbIOUPOBAHUE 3AUHTEPECCOBAHHBIX CTOPOH, aHaJIU3 HOPMATUBHO-IIPABOBBIX TOKYMEHTOB,
AaHaJIN3 PUCKOB, aHKETUPOBAHUE, NU3YUECHUE aHAJIOTOB.

I1IK-4

JlaiiTe pa3BepHyThIH OTBET
Kaxoii apredakt pa3pabaTbiBaeTCs Ha 3Tale KOHIENTYalbHO-IOIHYeCKOro npoektupoBanusa MC u onucsiBaeT
TIOTOKH JAaHHBIX MEX/Y KOMIIOHCHTAMU CHCTEMBI?

OrtBer: nuarpamma otokoB qanueix (DFD — Data Flow Diagram).

TIK-4

JlaiiTe pa3BepHyThIH OTBET

Has3oBute He MeHee 1ByX HOPMaTHUBHO-IIPABOBBIX JOKYMEHTOB, Tp€OOBaHUS KOTOPBIX JOJIKHBI OBITH BBISIBICHb]
IIpU IPOEKTUPOBAHUU CUCTEMBI KpunTorpadudeckoil 3ammrs i MIC, o6pabarsIBarolell IepcoHaIbHbIE
JJAHHBIE.

OrtBert: 152-03 «O nepconanbHbIX JaHHBIXY, [Ipuka3sl @CB Poccun (Ne 66, Ne 117, Ne 524), TOCT
P 34.10-2012, 'OCT P 34.11-2012.

I1IK-4

JlaiiTe pa3BepHyThIH OTBET
Kaxkoe neiicTBre HEOOXOIMMO BBIIOIHUTH IIPU COMIPOBOXKICHUU pa3pabOTaHHBIX MIPOEKTHBIX PEIICHUN B
Cllydae U3MEHEHHs HOPMATUBHBIX TpeOOBaHUM K KpUITOrpaduueckoil 3amure?

OrtBeT: aKTyaJ3anus HpOCKTHOﬁ JOKYMCHTAIlNH, ITIOBTOPHOE COTIACOBAHUE C 3aMHTEPECOBAHHBIMHA
CTOpOHAaMU U BHEAPECHHUC H3MEHEHUH.

I1IK-4

10

JlaiiTe pa3BepHYTHI OTBET
HasoBute He MeHee IBYX 3aHHTEPECOBAHHBIX CTOPOH (CTEHKXOJIAEPOB), C KOTOPHIMHU ITPOBOIUTCS
comlacoBaHKe TPeOOBaHUH K KpUNTOTrpadMIEeCKOH 3aluTe IpH BEIBICHUH TpeOoBaHui k Cucreme.

OrtBert: 3aKa3uMK, SKCIIEPThI 10 HH(POpMaNUOHHOK Oe30macHocTH, perynsatopsl (PCB), paspaborduky,
aJIMHHUCTPATOPbl 0€30IMaCHOCTH.

I1IK-4

7.1. YpoBHHU OBJIajIeHUS

Komnemenyusa: IIK-2 Cnocoden k mecmuposanuto HC u npunamuto mep npu oOHapy ceHuu
UHUUOEHMO8 UHGOPMAUUOHHOU 0Oe3onacHocmu, ceéazaunvix ¢ pabomon HC,
6bINOIHEHUs padom no co3oanuro (moougpurkayuu) u conposodricoenuro UC.,

6 pamkax

Hnoukamop oocmuowcenus komnemenyuu: I[IK-2.2 Ilpunumaem mepvl 6 cayuae OOHAPYIHCEHUs.
unyuoenmos HUP, ceazannvix ¢ pabomoii UC, 6 pamkax evinoiHenus pabom no CO30aHuio u
conposodcoenuro UC.

YpoBeHb XapakTepucThKa Orenka B Oamiax

YMCHHUAMU U HABBIKAMU. CTy,Z[eHT CBO6OI[HO BJIaaACCT
TepMHHOHOFHeﬁ, YMECT NPUMCHATH TCOPECTUICCKUC
3HAHU B pA3JIMYHBIX CUTyallUAX AJI PCIICHUS
IIOCTABJICHHBIX 3aJa4.

[ToBbIIEHHBIN JocTurHyTO MONHOE OBNAJCHUE 3HAHUSMU, 81-100

bazoBrrit I[OCTI/IFHYTO J0CTAaTOYHOC OBJIaACHHUC 3HAHUAMU, 61-

YMCHHUAMU U HABBIKAMU. CTy,I[eHT YBEPCHHO BJIAJICCT
TepMHHOHOFHeﬁ, YMECT NPUMCHATH TCOPECTUICCKUC
3HAHU B pA3JIMYHBIX CUTyallUAX T PCIICHUS
IIOCTABJICHHBIX 3aJa4.

80
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[Toporossrit JocTurayTo oBiajeHue MUHUMAJIBHO 41-60
HEOOXOIMMBIMU 3HAaHUSIMHU, YMEHUSMU U HaBbIKAMH.
CryneHT BnajieeT OCHOBHOM TEPMUHOJIOTHEHN, yMeeT
NPUMEHSATh TEOPETUUECKHUE 3HAHUS /IS PeIIeHUs
MOCTABJICHHBIX 33J1a4 B CTAHAAPTHBIX CUTYalUsX.

Hwuxe noporosoro Komnerennust He ocBoeHa 0-40

Komnemenyusa: IIK-4 Cnocooen k  eviaenenuro  mpeooeanuii Kk  Cucmeme, ee
KOHUYenmyaibHO-102U4eCKOMY  NPOEKMUPOGAHUIO U CONPOBOINCOEHUIO  PA3PAOOMAHHbBIX
nPOEeKmHbIX peuieHul.

Hnouxamop oocmuoicenus xomnemenyuu: I1K-4.2 Conpoeodicoaem paspabomarHbvle npoeKkmHbvle
peuwerusi u mpebosarus k UC.

YpoBeHb XapakTepucTHKa Orenka B Oamiax

[ToBbIIEHHBIN JocTurHyTO MONHOE OBNAJCHUE 3HAHUSMU, 81-100
YMEHUSIMU U HaBbIKaMH. CTyIeHT CBOOOIHO BIaIeeT
TEPMHUHOJIOTHEHN, YMEET MPUMEHATh TEOPETUUECKUE
3HAHMS B PA3JIMYHBIX CUTYAIUSAX JUIsl pELICHUS
MOCTABJICHHBIX 3a/a4.

bazoBrIit JoCTUTHYTO 1OCTAaTOYHOE OBJIA/ICHUE 3HAHUSMU, 61-80
YMEHUSAMU U HaBbIKaMH. CTYI€HT YBEPEHHO BIaJeeT
TEPMHUHOJIOTHEHN, YMEET MPUMEHATh TEOPETUUECKUE
3HAHMS B PA3JIMYHBIX CUTYAIUSAX JUIsl pELICHUS
MOCTAaBJICHHBIX 3a/a4.

[Toporoserit JocTurayTo oBlIageHuE MUHAMAJIBHO 41-60
HEO0OXOUMBIMH 3HAHUSIMHU, YMEHUSIMU U HaBbIKAMHU.
CryneHT BiaJieeT OCHOBHOUM TEPMUHOJIOTUEHN, yMEET
MPUMEHSTh TEOPETUUECKUE 3HAHUS IJIs1 PEeILICHUs
MOCTABJICHHBIX 33/1a4 B CTAH/IAPTHBIX CUTYAIIHSIX.

Hwuxe noporosoro Komnerenuust He ocBoeHa 0-40
8. MaTepua/IbHO-TeXHHYECKOE U Y1eOHO-MeToAnYecKoe odecnedeHne TUCHUTIMHbI

8.1. IlepeyeHb OCHOBHON U ONOTHUTEIbHON y4eOHOH TUTEpaTyphl

Ocnoenas numepamypa

1. ®omuués, B. M. Kpunrorpapuueckue mertombl 3ammrtbl uHbopmammu B 2 4. Yacte 1.
Maremarnyeckue acnekThl: ydeOHuk ams By3oB / B. M. ®omuués, /I. A. MenbHukoB. - Mocksa:
IOpaiit, 2026. - 209 ¢ - 978-5-9916-7088-3. - Tekcrt: 3nexkrponnslii / KO Opaiir: [caiit]. - URL:
https://urait.ru/bcode/583633 (nara obpamenwus: 21.05.2026). - Pexxum qoctymna: mo moamucke

2. Jlocs, A. b. Kpunrorpadpuueckme MeTompl 3amuThl WHGOPMANMK JJIs  H3YYaAIOUIUX
KOMITHIOTEPHYI0 0e30macHOCTh: yueOHuk aiist By30B / A. b. Jlocs, A. FO. Hectepenko, M. U. Poxkos.
- 2-e m3n. - Mocksa: Opaiit, 2026. - 424 ¢ - 978-5-534-12474-3. - Tekct: anexkrponusiii / UKO
FOpaiit: [caiiT]. - URL: https://urait.ru/bcode/583156 (mara oOpamenus: 21.05.2026). - Pexum
JOCTYTIA: TIO MOJITHICKE

Llononnumenvnasa numepamypa

1. BacunbseBa, U. H. Kpuntorpadudeckue MeToap! 3amuThl HHGOpMAIUU: YICOHUK U TPAKTUKYM
s By3oB / M. H. BacunbeBa. - Mocksa: Opaiit, 2026. - 310 ¢ - 978-5-534-02883-6. - Tekcr:
anektponHbid // KO FOpaiit: [caitr]. - URL: https://urait.ru/bcode/583783 (mata oOparieHus:
21.05.2026). - PesxuMm goctyna: 1o moanucke

8.2. Ilpodeccuonanbubie 0a3bl JaHHBIX U pecypcbl «AHTepHET», K KOTOPbIM 00ecne4uBaeTcst
A0CTYN 00y4aKOLIHXCH
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IIpogheccuonanvHvle bazvl OaHHbBIX

1. http://www.gov.ru/ - Tlpodeccuonanvhasi 6a3a naHHbIX «HHGOPMAIMOHHBIE CUCTEMBI
MunuctepcTBa 3K0HOMHUYECKOro pa3Butus Poccuiickoit ®@enepanuu B cetu Uurepner» (Ilopran
«Odunmanpuas Poccus»

Pecypcor « Humepnemy

1. crypto-lab.systemslibrarian.dev - Crypto Lab (crypto-lab.systemslibrarian.dev) — Opay3epnas
Kkpunrorpadgudeckas adoparopusi, modenurens Cybersecurity Excellence Awards 2026. Conepxur
JIECATKA WHTEPAKTUBHBIX JIeMOHCTpammii: kinaccuueckue anroputmel (AES, RSA, Diffie-Hellman),
noct-kBaHToBBIe cxembl (Kyber/ML-KEM, SPHINCS+), nporoko:st (Kerberos, TLS, Signal Double
Ratchet), araku (Padding Oracle, Nonce Lattice) u MmHOTOE ApyTroe

2. https://stepik.org - [Tnardpopma ¢ oHIalH-KypcaMu OT aBTOPOB-TIPAKTHKOB

8.3. IlporpamMHoe oGecriedeHre 1 HHPOPMANMOHHO-CIIPABOYHBIE CHCTEMbI, HCIOJIb3yeMble
MPHU OCYIIeCTBJIEHHH 00Pa30BaTeIbHOIO NMpolecca no JHCHHUIINHE

Ilepeuensv npoecpammnozo obecneyeHus
(0OHOB1IEHUE NPOU3BOOUNCSL NO Mepe NOABTIEHUsL HOBbIX 8ePCULL NPOCPAMMDbL)

1. Draw.io (diagrams.net);
2. Koncyneranrt [1mtoc;
3. Moii oduc;

Ilepeuenv unpopmayuoHHO-CnpagouHbIX cucmem
(0OHOBIEHUE BLINOIHAEMCSL eHCEHEeOeNbHO)

He ucnonszyercs.

8.4. CnenmnanbHble NOMeNIEHH, JIA0OPATOPUM B J1a00pPaTOPHOE 000PyI0BaHUE

YyeOHbIe ayTUTOPUH AJIs1 TPOBEIACHHUS 3aHATHH KomrmiekTsl yueHnueckoit Meoenu
JIEKITMOHHOTO THITA MynbsTUMEAUHHBII TPOEKTOP

Hocka

OkpaH
YueOHbIe aynuTOPUU AJIS IPOBEACHUS Komrutektsl yuenmueckoit Mmebenu
MPAaKTUIECKUX 3aHATHH (3aHATHH CEMUHAPCKOTO | MyIBTUMEIUHHBIA TPOSKTOP
THUIIA) Hocka

DKpaH

Komnsroteps! ¢ BoixogoM B ceTh «MHTEpHET» 1 DUOC (|
Y4eGHbIe ayTUTOPUU JJISl TPYIIIOBBIX U Komrutektsr yuenmueckoit Mmebenu
WHAUBUAYAIbHBIX KOHCYJbTAIUM MynpTUMEANITHBIN TPOEKTOP

Hocka

DKpaH

Komnsroteps! ¢ BoixogoM B ceth «MHTEpHET» 1 DUOC (|

Y4eOHble ayTUTOPUH AJIS TEKYIIEro KOHTpoiast 1 |KommiekTsl yueHn4eckoi Medenn
MIPOMEKYTOYHOU aTTeCTalluU MynpTUMEANITHBIN TPOEKTOP
Hocka

DKpaH

Komnsroteps! ¢ BoixogoM B ceTh «MHTEpHET» 1 DUOC (|

ITomerenus 111 CaMOCTOATENBHON PaOOThI KomrutekTsr yueHmueckoit Mmebenu

MynpTUMEANITHBIN TPOEKTOP

Jocka

DKpaH

Komnsroteps! ¢ BoixogoM B ceTh «MHTEpHET» M1 DUOC (|

[Tomernienus A XpaHeHUs U IPOGIIAKTHIECKOTO
o0cCITy)KuBaHUS 000PYIOBAHMUS KoMrutekTsl cienmani3upoBaHHOM MeOSTH 11 XPaHESHHUS
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