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PazpaGorumnkm:
He umeer Konortmnunna M. A.

Pabouas mporpamma TUCHMITIHHBI (MOIYNSI) COCTaBIeHa B COOTBETCTBUU ¢ TpeboBanusmu OI'OC
BO no nanpasnenuto noaroroBku 09.03.03 Ilpuknagnas uapopMaTHKa, YTBEPKICHHOTO MTPUKA30M
MunoOpuayku ot 19.09.2017 Ne 922, ¢ yderoM TpymoBeIX (YHKIMH MpodhecCHOHATHHBIX
craamaproB: "Cnenmamuct mo uHGOPMAIMOHHBIM CHUCTeMaM', YTBEPXKICH MpUKa3oM MHUHTpyaa
Poccun ot 13.07.2023 No 586m; "PykoBoauTenb NPOEKTOB B 0O0NaCTH HH(POPMAITMOHHBIX
TexHoJorui", yrBepxaeH npukazomM Muntpyaa Poccum ot 27.04.2023 Ne 369H; "CucreMHbli
aHANMMTUK", yTBepKAeH npuka3oM Muntpyna Poccun ot 27.04.2023 Ne 367H.

CornacoBaHue u YTBCPIKACHUC

[Tonpaznenenue
No WITH ) OTBeTCTBEHHOE OUO Busa Hara, mpoTokomn
KOJUIETHaIbLHBIH JIAIIO (pu HANTMYUN)
oprax
1 Kadenpa 3aBeayromui Epmonuna JI. B. Paccmorpeno |21.05.2026, Ne 9
MIPUKJIaTHON kadempoi,
WH()OPMATUKHA | PYKOBOJHUTEIH
MoJIpa3AeICHus,
pealn3yoIero
OI1
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1. lesb 1 321241 0CBOCHUS M CUMILVINHBI (MOLYJIS)

[lenb ocBOEHUS MUCHUIUIMHBI - (JOPMUPOBAHHE TEOPETUUYECKUX 3HAHMNA M MPAKTUYECKUX
HaBBIKOB [0  KOMIUIEKCHOMY  MpPHUMEHEHHIO  OpraHM3allUOHHBIX,  TEXHUYECKUX U
MIPOrpaMMHO-AMIMapPaTHBIX METONOB U CPEJCTB 3alUThl WHGOpPMAlMM B aBTOMATH3UPOBAHHBIX
cUCTEeMax.

3amauu U3y4eHUs JUCIUTUTHHBL:

- M3yunthb KnaccuuKauio yrpo3 1 ya3BUMOCTEH, a Takke OCHOBHBIE METO/IbI M CPE/ICTBA 3ALUThI
nHpopmanuu (KpunTorpadguueckue, OpraHu3aloOHHbIe, THKEHEPHO-TEXHUIECKHUE). ;

- OCBOUTh TUPHUHIUMBI TMOCTPOCHHSI KOMIUIEKCHBIX CHCTEM 3allUThl WH(GOpPMAIMU, BKIIOYAS
MEKCETEBOE IKPAaHUPOBAaHUE, OOHAPY)KEHUE BTOPKEHUN M aHTUBUPYCHYIO 3aIIIHTY.;

- CdopmupoBarh HaBBIKM TpUMEHEHHsS CpeiacTB 3amuThl uHGopMmaruu (C3U) u  omeHku
3¢ (HEKTUBHOCTH CUCTEM 3alTUThI /It obecnieuenus 6e3omacuoctu HC..

2. [lnanupyemble pe3yJbTaThbl 00y4eHHs MO JUCHUILINHE (MOAYJII0), COOTHECEHHbIE C
IJIAHUPYEMBIMHU Pe3yJIbTATAMH 0CBOEHHSs1 00pa30BaTe/IbHOI MPOrpaMMbl

Komnemenyuu, unouxamopwl u pezynomamol 06yyeHus.

ITK-1 Cnocoben k pa3padorke mportotunoB MC u k co3manuto nporpammuoro koxga MC B pamkax
BBHITMIOJIHEHUST paboT Mo co3manuto (Momudukanuu) u conpoBokacHuto MC, aBTOMaTu3npyrommx
3aJja4¥ OPraHU3aIOHHOTO YIIPABICHHS U OM3HEC-TIPOLIECCHI

ITK-1.2 Co3naet nporpammusiii ko C, mo3BoONISIOMINN aBTOMAaTH3UPOBATh OM3HEC-TIPOIECCHI
Y pemiaTh 3a1a4d OpraHu3allMOHHOTO YIPABICHUS

3nameo:

[MK-1.2/3u1 TlpuHIMIBI TOCTPOCHUSI CUCTEM 3alIUThl WHPOpPMALNHU, KIacCU(DUKALIUIO
yIpo3 ©  YSA3BHUMOCTEH, METOABI M CpEeACTBAa 3alIUThl  (KpuUnTorpaduveckue,
OpraHU3alMOHHbIE, NH)KEHEPHO-TEXHUUECKHUE), TPEOOBAHNS HOPMATUBHBIX JTOKYMEHTOB
o 3amuTe nHpopmarmu npu pazpadorke MC.

Ymemy:

IMK-1.2/¥m1  Co3maBate mporpammubiidi  kox HWC ¢ yu€tom  TpeboBaHwmiA
WHPOPMAIIMOHHON  0E30MacHOCTH, BHEAPATh BCTPAMBAEMbIE CPEICTBA  3AIIUTHI
(aHTUBUPYCBI,  MEXKCETEBBIE  JKPaHbl, CHUCTEMBl  OOHAPYXEHUS  BTOPIKEHHII),
peann3oBbIBaTh 0e30MacHy0 00padOTKy M XpaHEHHE JTaHHBIX B PAMKaX aBTOMAaTH3AINH
OM3HEC-TIPOIIECCOB.

ITK-1.2/YM2 HaBbikamu pa3pabOTKH 3alIMIIEHHOTO MPOTPAMMHOTO KO/a, MTPUMEHEHUS
cpenctB 3ammThl nHGopmanuu (C3U) B mpomecce co3manmst U conpoBokaeHus MC,
METOJaMU  OLICHKM yA3BUMOCTEH U JOKYMEHTHUPOBAaHHS pE3yJbTaTOB aHaIM3a
0e30macHOCTH Ha dTarne pa3padoTku nporoturnos MC.

[IK-2 Cnocoben k TtectupoBanuto MC u mnpuHsATHIO Mep TpH OOHApPY)KEHUH WHITUICHTOB
nH(OPMAIIMOHHOW 0€30MacHOCTH, CBSI3aHHBIX ¢ paboroit MC, B pamkax BBIOJHEHHUS padOT IO
co3nanuto (Monudukammm) u conpoBoxaeHuio NC

[1K-2.2 TlpuHuMaeT Mepsl B cilydae OOHapyxeHus WHIHIEHTOB Wb, cBs3aHHBIX ¢ paboTOi
UC, B paMKax BBITIOJTHEHUS PaOOT MO CO3aHUIO B compoBokIeHHI0 MC

Bname:

[1K-2.2/3ul Mertonsl oOHapyxkeHus uHnuAeHTOB Wb ¢ wucmonbp3oBaHueM CpencTB
samuThl nHGopmammu (C3U1), mpu3Haku KOMIIPOMETAINH, MPOIIETyPhl pearupoBaHus U
TpeOOBaHMS HOPMATHUBHBIX JOKYMEHTOB IIPH PAacClI€ZIOBAaHUM HMHILUICHTOB B paMKax
Bepudukanuu UC.

Ymemno:
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[IK-2.2/Ym1 BeisiBnare uHimaeHtsl b Ha ocHOBe aHanm3a XypHAJIOB COOBITHH,
Tpapuka M CHTHATyp aTak, IPUMEHSATh CPEACTBA 3alUTHl Ul JIOKAJIU3alUU YTpo3,
ONEpaTUBHO MpPUHHUMATh MeEpbl IO YCTPAaHEHUIO TOCIEACTBUM M o00OecrednBaTh
COXPAHHOCTh IIU(PPOBBIX TOKA3aTEIbCTB.

Braoems:

[IK-2.2/HB1 HaBbsikamu paboThl C WHCTPYMEHTAMH MOHUTOPHMHTA ¥ aHaJIN3a
6e3omacuoctu (IDS/IPS, SIEM, aHTUBHPYCHI), METOJIaMU PEarupOBaHUsI HA UHIIUJEHTHI,
IpUeMaMH JOKYMEHTUPOBAaHUSI M COCTaBJI€HHUS OTYETHOCTH IO  pe3ysibraram
TECTUPOBAHUS U paccieioBaHust uHIuAeHToB Ub.

[IK-4 Cnocoben k BbIsBIeHHIO TpeOoBanuid k CucTeMe, €€ KOHIENTYyalbHO-JIOTHYECKOMY
MIPOCKTHUPOBAHUIO U COMPOBOXKICHHUIO pa3pa00TaHHBIX MMPOCKTHBIX PEIICHUI

[1K-4.1 BeisiBnsier TpeboBanus k CucrteMe U KOHIENTYaIbHO-TIOTHYecKH mpoektupyet UC
3nams:

[1K-4.1/3u1 Merogonoruu BBISBICHUST TpeOOBaHWMK K 3amuTe uH(pOpMaIm,
KIaccupuKamuioo  yrpo3, ys3BuUMocTedl u cpeactB 3amutel  (C3U), mnpuUHIUIBL
KOHIIENITYaJIbHO-JIOTHYECKOTO ~ MPOCKTUPOBAHUS ~ CHCTEM  3alUThl  MH(OpPMAIUH,
HOpMAaTUBHO-TIPaBoBYy0 0azy (152-®3, mpukazer ®CTIK, TOCThI) 1 METOABI OILICHKH
PHUCKOB.
Ymemy:

[IK-4.1/¥Ym1 Amnanu3upoBarh OHW3HEC-TIPOIECCHI W HOPMATHBHBIE TpPEeOOBAHHS IS
(dhopMupoBaHus TpeOOBaHM K 3alTUTe HHPOPMAINH, pa3padaTbiBaTh KOHIENTYaJIbHbIC U
JIOTUYECKHE MOJENH CHucTeM 3anmThl (Momenu yrpos, DFD, apxurexktypy C3N),
BBISBJIATH IPOTUBOPEUHS U PUCKU, 0OOCHOBBIBAThH BHIOODP cpencTB 3amuThl i VC.
Braoems:

[1K-4.1/HB1 HaBbikamu pa3paOOTKH TEXHHUYECKOTO 3aJaHUsl C Pa3lesioM TpeOOBaHUN K
3ammTe WHQOpPMAIMK, METOJaMH IIOCTPOCHUS MOAETed YIrpo3 M OLEHKH pPHCKOB,
npueMaMd  BepU(PHKALUU  TMPOSKTHBIX  PEHICHUH, METOJUKAMH  COINIACOBAHHUS
TpeOOBaHMIA C 3aMHTEPECOBAHHBIMU CTOPOHAMH U JIOKYMEHTHUPOBAHUS PE3YIILTATOB.

3. Mecto nucuuniinHbl B cTpyktype OII

Jucruruinaa (Momyiib) «MeTofbl M CpecTBa 3aluThl HHGOPMAIIUK) OTHOCUTCS K (HOpMHUpYyeMOit
y4acTHHUKaMH 00pa30BaTENIbHBIX OTHOLICHUH YacTh 0Opa30BaTeIbHON MpPOTrpaMMbl M H3ydaeTcsl B
cemectpe(ax): 6.

B npomecce wu3yyeHMs JAMCUUIUIMHBI CTYAEHT TOTOBUTCS K pEIIEHUI0 THUIOB 3ajad
npodeccuonansHO  nearenbHOCTH, mnpexycMoTrpeHHbix POI'OC BO wu  obOpaszoBarenbHON
MPOTPaMMOH.

KOMHeTeHlI](Iﬂ | l'[pezuneCTBymume AUCHHUIIINHBI Hocneuyloume AUCHUIIIMHBI

[1K-1 - Cnocoben k pa3zpabotke npototrnoB MC n k cozmanmro nporpammuoro xoga C B pamkax
BBITIOJTHEHMsI pa0oT 1o co3naHuto (MogudHuKalun) u conpoBoxacHUIO MC, aBTOMAaTU3UPYIOIINX 3a1a49H
OPTaHU3ALMOHHOTO YIIPABICHHU U OM3HEC-TIPOIECChI
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IIK-1.2 Coznaet
nporpamMmHsbIil ko UC,
MO3BOJIAIOIINN
AaBTOMATHU3HUPOBATH
OM3HEC-TIPOIIECCHI U pelaTh
3aJ]a41 OpPraHu3allMOHHOTO
YIIPABICHUA

Bcerpoennsie A3b1ku
porpamMMupoBaHusi, Opranuszanus
BBIYHCIIUTENBHBIX TIPOIECCOB,
OCHOBBI aJITOPUTMU3ALUH U
nporpaMMupoBaHus, CHCTEMBI
HCKYCCTBECHHOTO WHTEJUICKTA,
CoBpeMeHHbIE TEXHOIOTHH U A3bIKH
nporpaMMupoBaHus, Teopus
HH(OPMALTMOHHOI 0e30IaCHOCTH 1
METOOJIOTHS 3aIUTHl HH(OpMAIHH,
Y4ebHas MpaKkTHKa:
03HAKOMUTEIIbHAS IPAKTHKA,
Y4ebHas MpaKTHKa:
TEXHOJIOTHYECKas
(TIPOEKTHO-TEXHOJIOTHUESCKAST)
MpaKTHKa, XpaHeHue, 00paboTka U
aHaIN3 JaHHBIX

BeszonacHocts Web-nprutoxeHuid,
be3onacHOCTh MOOMITBHBIX
IpUIOKeHU, BeTpoeHHble a3bIKU
IIpoTrpaMMUpOBaHusl, Beimonunenue u
3aIUTA BBITYCKHOU
KBaJIM(DUKAIIMOHHON PaboTHI,
HHuTennexryanbHble
UH(POPMALIMOHHBIE CUCTEMBI,
Opranu3anys BEIYACIUTEIBHBIX
IIPOIIECCOB,
[IporpammHO-anmapaTHas 3amuTa
uHpopmaiuu, [IpoexTupoBanue
UH()OPMAITMOHHBIX CHCTEM,
IIpoekTHBIN MPaKTUKYM,
[Ipon3BoxcTBEHHAS MPAKTHKA!
NPEIIUIUIOMHAs IPAKTHKA,
[Ipon3BoncTBEHHAS MPAKTHKA!
TEXHOJIOTHYECKas
(TIPOEKTHO-TEXHOJIOTHUECKAT)
nmpakThka, Pazpabotka
npodeccHoHaIBHBIX PHUIIOKEHNH,
CoBpeMeHHBIE TEXHOIOTUH U SI3BIKU
nporpammupoBanus, CoBpeMeHHbIe
U(POBBIE TEXHOIOTUH YIPABICHUS
NpennpusITHEM, YIIpaBIcHUE
UH(POPMALIMOHHBIMU IPOEKTaMU
peanzanuyu KOMILIEKCHOM
0e30macHOCTH

conpoBoxaenuto NC

[1K-2 - Cnocoben k TectupoBanuio C 1 mpuHATHIO Mep IpH 00HApY>KEHUN MHIMICHTOB NH()OPMAITMOHHOM
0e30macHOCTH, CBsI3aHHBIX ¢ paboTtoii C, B paMkax BBIIOJHEHMs pa0OT MO co31aHnto (MOTUBHUKAIINN) U

IIK-2.2 TIpuauMaeT MephI B
ciyqae 0OHApYKeHUS
uHIuaeHToB b, cBsA3aHHBIX C
pabotoit C, B pamkax
BBITIOJTHEHUSI pa0oT 10
CO3IIAaHUIO U COITPOBOXKICHUIO
nuc

Kpunrorpadgudeckas 3ammura
uHpopmanum, [IpaBoBas 3amuTa
uHpopmaru, Teopus
HH()OPMALTMOHHOI 6e30IacCHOCTH 1
METOJIOJIOTHSL 3aIUThl HH(OPMALIHH,
Y4ebHas MpaKTHKa:
TEXHOJIOTUYECKas
(TIPOEKTHO-TEXHOJIOTHUESCKAST)
IpaKTUKA

bezomacHocTs Web-nipuiioskeHuH,
BezomacHoCTh MOOHITHHBIX
MpUJIoKEeHUH, BeInoHeHne 1 3amura
BBIITyCKHOW KBAJTU(HUKAITNOHHON
pabotsl, Kpunrorpaduueckas
3ammuTa HHPOpMaNnH,
OpraHu3anoHHas 3almuTa
uHpopmanum, [IpaBoBas 3amuTa
nH(popMaIuy,
[IporpammHO-anmapaTHas 3aIuTa
uHpopmarun, [Ipon3BoacTBeHHas
MIPAKTUKA: TPEITUTLIOMHAS
npakTtuka, [[pon3BoacTBeHHAs
MPAKTHUKA: TEXHOJIIOTHIECKas
(TIpOEKTHO-TEXHOIOTHYECKasl )
MPaKTHKa, TeXHIUECKas 3aIInuTa
nH(bopMaIuu

[IK-4 - Cnoco6eH K BBISBICHUIO TpeOoBaHmii k CucTeme, ee KOHIENTYalbHO-IOTHIECKOMY IPOSKTHPOBAHHIO
U COIPOBOXKJICHUIO Pa3pabOTaHHBIX MPOCKTHBIX PELICHUN
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[1K-4.1 Beusnser TpeboBanus | BctpoeHHBIE A3BIKH BeszonacHocts Web-nprutoxeHuid,
k Cucreme u MIPOrpaMMHUPOBAHHUS, be3omacHOCTh MOOMIIBHBIX
KOHIIETITYaJIbHO-JIOTHIECKH MonenupoBaHie IPOLECCOB U NPWIOKEHUH, BCcTpoeHHbIe S3bIKH
npoektupyet 1C cucteM, Opranuzans IIpoTrpaMMUpOBaHusl, Beimonunenue u
BBIYUCITUTENFHBIX MTPOIECCOB, 3aIIHTa BBITYCKHOH
OCHOBBI TPOCKTHOM NEATEIBHOCTH, |KBAIU(DUKAIIMOHHOW PaboTHI,
CucteMbl HCKYCCTBEHHOTO HHurennekryanbHble
UHTEJUIEKTa, Teopus UH(POPMALIMOHHBIE CUCTEMBI,
nH(popMannoHHO 6e3onacHocT 1 |KommbioTepHas sxcnepTnsa,
METONOJIOTHS 3alUTHl MH(opManuy, |MoaeaupoBaHue IPoLeccoB U
YueOHast MpaKkTHKa: cucteMm, OpraHu3alioHHas 3aluTa
TEXHOJIOTHYECKast uHpopmaiuu, Opranu3anus
(TPOEKTHO-TEXHOJIOTHUECKAsT) BBIYHCIIUTENHHBIX TIPOIECCOB,
IIPaKTUKA IIpoextupoBanue u peanuzamus 6a3
JaHHbIX, [IpoekTupoBaHue
MH(POPMALIMOHHBIX CUCTEM,
IIpoexTHBII NpaKTUKYM,
IIpon3BoncTBeHHAS IPAKTHKA:
MPEIIUTUIOMHAS TIPAKTHKA,
IIpon3BonCcTBeHHAS IPAKTHKA:
TEXHOJIOTHYECKast
(TIPOEKTHO-TEXHOIOTHYECKasT )
npaktuka, COBpeMEeHHBIC IIIPPOBHIE
TEXHOJIOTHH yTIPaBIICHUS
TPEANPHUATHEM,
Cneunanuzuposannsie T B
MIPaBOOXPAHUTENEHON JESITETbHOCTH,
Iudposas kyneTypa B
PO eCCHOHATEHON ACITETHHOCTH
4. O0beM JUCHHMIIMHBI (MOAYJIsI) M BHABI y4eOHOI padoThl
% w
5 3 i = = s = 8 5
] Q o = = E o~ B~ S 3
E = |82 | 2 3 S2 |88 | = =
S~ |8~ |28 |8z | 5= | 58|28 | = s
mewon | 3% | 25| 52|33 (23|62 |22 |27 3
00y4eHus &=f | 22 | €3 2 | 88 | 3 § g 5 2 g
3 2 8|2 2 S RN =
= = 5 | 2 s =3 5
3 S N 3 S 2 = < =
@) o = = ﬁ" E[: < Q
= O =
= =
Hlecroit 144 | 4 4 2 2 2 03 | 103,7 | Dxsamen
ceMecTp
Bcero 144 4 4 2 2 2 0,3 103,7 34

5. Conepskanue TUCHMILIAHBI (MOLYJIs1)
5.1. Pa3agennl, TeMbl AUCHHUILINHLI M BUJABLI 3aHATHIA

("4achl MPOMEKYTOYHON aTTeCTAIIMH HE YKA3bIBAIOTCS)

HaumeHoBanue pasaciia, TCMbl

.HCKI_U/IOHHLIC 3aHATUA

Bcero

[IpakTrueckue 3aHATUS
CamocrositensHas pabota
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Paznen 1. MeTtoasl u cpeacTBa 110 2 2 103,7
3alMThl HH(pOpMaLHK

Tema 1.1. BBenenne B MeTOABI U 110 2 2 103,7
CpeACTBa 3alIUThl HH()OPMAIIHIH:
OCHOBHBIC TIOHSATHUS
onpezenenus (yrposa,
YSI3BUMOCTb, PUCK, 3alUTa
nHOPMAIINN); KITaCCUPUKAIIS
YIpo3 U MOJIeNIeH HapYIITUTEIIS;
0030p METOMIOB ¥ CPEJICTB 3AIIUTHI
(opraHu3aiioHHbIE, IPABOBEIE,
WH)XCHEPHO-TEXHUYECKUE,
pOrpaMMHO-aINIapaTHbIe);
HOpPMAaTUBHO-IpaBoBas 0aza
3amuTel nHGopmaruu B PO
(152-903, 187-D3, npukassl
OCTIK, 'OCTer); obmast
KOHLICTIIIHS TIOCTPOSHUS
KOMIUTIEKCHOM CHCTEMBI 3aIIUTHI
unpopmarmu (KC31).

5.2. KoHTpoabHbIe MEPONIPUSATHUS 110 TUCUUILIHHE

Bua xoHTpONA ®opma koHTpoIIst/ O1IeHOYHOE CPEACTBO

Texymuit koutpons | TecToBoe 3ajaHue

ITpomexyTouHas OK3aMeH
arrecragus
Buja xouTpoJis/ ucnoibzyembie
Ne
HanMeHoOBaHMe pasgena OLCHOYHBIC MATECPHUAJIbI
n/n . IpomesxyT.
Texymmi
aTrecTanus
1 |Meronasl 1 cpencTBa 3auuThl HHOOPMAIIUN TecroBoe 3a/1anue DK3aMeH
6. OHeHOquIe MaTepHaJibl TEKYHIETr0 KOHTPOJIA
1. Memoowt u cpedocmsa 3auumsl ungopmayuu Tecmogoe 3adanue
Ne ConeprxaHue BoIpoca Komneren
n/m [IpaBwbHEIH OTBET (KJIFOY OTBETA) uus
1 Ipu cozpanuu nporpammuoro koga VC s aBromaru3anuy OU3HEC-TPOLECCOB, KAKOH METO 3alUThI TIK-1
HHGPOPMAIIMU MCTIONB3YeTCs IS PeoTBpalieHus atak Tuna SQL-uHbexims?
a) UCTIOJIb30BaHHE XPAHUMBIX MPOIEAYP U MapaMeTPH30BAHHBIX 3aIIPOCOB
b) yctaHOBKa aHTHBUpYCa
C) HACTPOIKa MEKCETEBOTO AKpaHa
d) ucnonp3oBanne SSL-ceprudukara
OrgerT: a
2 UYTo OTHOCHTCS K CPEJCTBAM aHTHBUPYCHOM 3aIUThI, KOTOPBIE JOJKHBI OBITH YYTEHBI P pa3paboTKe TIK-1

nportorunos UC?

a) MeKceTeBol 3kpaH (OpaHaMayap)

b) aHTHBHUpYC ¢ QYHKIUSAMU MTOBEICHYECKOTO aHAJIN3a W SBPUCTHYECKOTO OOHAPYKEHUS
¢) cucrema obHapykeHus ropxkenuii (IDS)

d) VPN-numio3

OtBer: b
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3 Kakoii MeTon 3amuThl HHPOPMALIUU TPUMEHSETCS IPU CO3IaHUU MPOrPAMMHOTO KO/a JiIst 00eCTieueHHs TIK-1
KOH(QHIEHINATBHOCTH IIePeIaBaeMbIX TaHHEIX B paMKaX aBTOMAaTH3aIlMi OM3HEC-TIPOIECCOB?
a) mmm¢posanue (AES, RSA) u ucnonszoBanue TLS/SSL
b) cxxaTre JaHHBIX
¢) OdKanupoBaHHe
d) morupoBanue

OtBer: a

4 Ipu pazpabotke nporoTuroB VC kakoi MeXaHH3M 3aIllUThI TPOrPAMMHOTO KOJ/ia MPEJ0TBPAIAET ero TIK-1
HECaHKIIMOHHPOBAHHOE KOIIMPOBAHNE U MOAN(DHKAIINIO?

a) 00¢dycKaus KoJa 1 UCIOIB30BaHUE JINIIEH3HOHHBIX KITFOUeit
b) ynaneHne KOMMEHTapHEB

¢) MUHH(UKAIHS Koa

d) ucronb30BaHNE OTKPBITHIX OUOIHOTEK

OtBer: a

5 Kakoe cpenctBo 3ammThl HHGOPMAIMK TOJDKHO ObITh HHTerpupoBaHo B MC Ha sTane co3nanus nporpamMHoro|I1K-1
KOZIa JUISl pasrpaHUyeHUs JOCTYIa IOIb30BaTeNeil K QYHKIHIM CHCTEMBI?
a) MEXCETeBOI dKpaH
b) cucrema ynpasiieHus 0CTynoM (ponesasi Mozeib, RBAC)
C) aHTUBUPYC
d) cucrema pe3epBHOTO KOMPOBAHUS

OrtBert: b

6 YcTaHOBUTE COOTBETCTBHE MEXKAY TUIIOM yrpo3bl 6e3onacuoctu MC (1-3) u metonom 3anutsl (A—C) npu TIK-1
pa3pabotke npototunoB MC. B GnaHk 0TBETOB 3aNUIINTe MOCIEA0BATEILHOCTD (Hanpumep, 1-A, 2-B, 3-C).

[Tvn yrposel MeToga 3aluThl

A. Micnonb20BaHne NapamMeTpU30BaHHbIX 3aMpoCoB, BaINAaLWA
1. BHeApeHuWe BpeOHOCHOTO Koaa (SQL-mHbekuus, XSS) p p P Aty

BBOAA
2. MepexsaT ceTeBOro Tpaguka B. WwupposaHre aaHHbix (TLS/SSL)
3. HecaHkumoHupoeaHHoe konupoeaHue MO C. Q6dyckauua Koaa v NTMLEH3MPOBaHe
Orser: 1-A, 2-B, 3-C
7 YcTaHOBUTE COOTBETCTBHE MEXK/IY KaTeropuei cpencT 3amuThl nHpopMarmu (1-3) u npumepom (A—C) pu  |T1K-1
CO3JaHuH MporpaMMHoro kona it MIC. B OnaHk 0TBETOB 3alUIINTE MOCIEA0BATeILHOCTD (Hanpumep, 1-B,
2-A, 3-C).
Kateropua C3U1 Mpumep
1. NporpaMMmHO-annapaTHele A. Nonutvka naponei, MHCTPYKUMK ANA NOALIOBaTENER
2. KpunTorpaduueckue B. MexceTesoi 3kpaH, IDS/IPS
3. Oprann3aumoHHbIe C. AES-256, 3L, xew-dyHKumm
OtBeT: 1-B, 2-C, 3-A
8 ‘YcraHOBUTE COOTBETCTBUE MEX Ty 3TanoM xku3HeHHoro nukia UC (1-3) u 3agadeif 3amutsl vHGOpMauu TIK-1

(A—C). B GraHk OTBETOB 3aMUIIUTE OCIEAOBATENBLHOCTD (Hanpumep, 1-A, 2-B, 3-C).

BTan Xu3HeHHoro umkna MC 3apava 3aWnTel tHGOPMaLMK

1. PazpaboTtka npoToTMNoB A. MOHWTOPWHT MHUMAEHTOB W 0OHoBnerwe C3N

2. Co3AaHne NporpaMMHoro Koaa B. AHaAuM3 yrpo3 1 BuIOOp apXUTeKTYPbI 3aLUUTH

3. Conpoeoxaerne UC C. Peannzauma BCTPOBHHBIX MEXaHW3MOB De30nacHoCcTu

OtBeT: 1-B, 2-C, 3-A

9 YcraHOBUTE NPAaBUIIBHYIO MOCIEA0BATENbHOCTD 3TAIOB BHEAPEHUS CPEJCTB 3alIUThl HHGOPMALUY IPU TIK-1
co3faHuy nporpammuoro koga UC.

A) Ananus tpedopaHuii k 6ezonacaoctu UC

B) Brenpenue cpeacTB 3alUThl (aHTUBUPYC, MUBPOBAHUE, KOHTPOIIb JOCTYIIA)
C) Bb160p METONOB U CPECTB 3aLIUTHI HH(YOpMaLUH

D) TectupoBanue 3¢)(eKTUBHOCTH 3aLIIUTHI

Ortser: A—-C—-B—-D
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10

YcraHOBHUTE NPABIIBHYIO TTOCIIEA0BATENFHOCTE ISUCTBUH IpH pa3padoTke npotoTumnoB MC ¢ yuétom
TpeboBaHui 3amuTel HHpOopMauu. Pacronoxure OykBbl (A—D) B BEpHOM MOpSAKE.

A) INoctpoenue monenu yrpo3 asnst npororuna MC

B) PazpaboTka apXUTEKTypHI ¢ BCTPOSHHBIMH MEXaHU3MaMH 3alHTHI

C) Coop TpeboBaHMii K O€30MACHOCTH OT 3aMHTEPECOBAHHBIX CTOPOH

D) Peanu3arnus nportoTuma ¢ y4étom BeiOpanabix C3U

TIK-1

OTtBer: C—->A—-B—-D

11

JlaiiTe pa3BepHYTHI OTBET
HasoBute He MeHee IBYX CPEACTB 3aIUTHI HHPOPMAIIMH, KOTOPBIE TOIKHBI OBITH HHTErpupoBaHsl B 1IC Ha
9Tame CO3IaHus MPOrPaMMHOTO KOJia.

TIK-1

OrtBert: aHTUBUpYC, cucTeMa ynpasiaenus goctynoM (RBAC), mudposanue nannsix (AES/TLS),
CHCTEeMa JIOTHPOBAHUS U ayJUTa.

12

JlaiiTe pa3BepHyThIH OTBET
IIpu pazpabotke nporotunos MC a1 aproMaTu3anuy OU3HEC-IIPOLECCOB, KAKOH MeTo] 3alUThl HH(OPMALUK
HCIIONb3yeTcs JUIs o0ecledeH s IeI0CTHOCTH JaHHbIX?

TIK-1

Otser: xenr-¢pyHkimu (SHA-256) nnu 21ekTpoHHas MOIHUCH.

13

JlaiiTe pa3BepHyThIH OTBET
HasoBure He MeHee IByX CIIOCOOOB 3aIllUThI IPOrPAMMHOTO KOJIa OT PeBepC-UHKUHUPHHTA, IPUMEHAEMbIX
npu pazpabotke npororunos HUC.

TIK-1

OrtBer: 00¢yckanus koaa, ynakoBka (packing), aHTH-0T/Ia1Ka, UCTIOIb30BAHHUE 3AHIIEHHBIX
OHOINOTEK.

14

JlaiiTe pa3BepHYTHI OTBET
IIpu cozmanun nmporpamMmmuoro kozaa MC, kakoi MpOTOKOJI HCIIONIb3YETCs JUTS 3alIATHI CETEBBIX COSANHEHHH OT
riepexsara’?

TIK-1

OTtBer: TLS/SSL.

15

JlaiiTe pa3BepHYTHI OTBET
HasoBure He MeHee IBYX METOIOB 3aIIUTHI OT aTak THIIA «OTKa3 B oocmyxuBaHum» (DDoS) npu co3nanun
nporpammHoro koma UC.

TIK-1

OrtBert: OrpaHUYCHUE YaCTOTHI 3apocoB (rate limiting), dunsrparus Tpaduxa, ucnonas3opanue CDN u
0aTaHCHPOBIIUKOB HAIPY3KU.

16

IIpu o6Hapyxenuu unnunenta b B UC, kakoe cpeacTBO 3alUThl HH(YOPMALUK IIO3BOJLIET ONEPATUBHO
BBIIBUTH U 3a()UKCUPOBATH (HaKT HECAHKIIMOHUPOBAHHOTO JOCTyma?

a) aHTUBUPYC

b) cucrema obHapyxeHus ropxenuit (IDS)

C) MeXCeTeBOM 3kpaH (OpaHaMay3p)

d) cpencTBo pe3epBHOrO KOMMPOBAHUS

Orser: b

IIK-2

17

IIpu npunATHM MEp MO ycTpaHeHHIO HHLIUAEHTa 1B, CBS3aHHOTrO ¢ BUPYCHOH aTakol, Kakoe AeHCTBUE JOIKHO
OBITh BBIIIOJIHEHO B IIEPBYIO ouepes npu conpoBoxkaeHuu UC?

a) U301 3apakE€HHOTO CerMeHTa ceTu oT obmei C

b) yBenomieHue Bcex Moib3oBareneit

) mepes3arpyska cepepa

d) ynanenue Bcex ¢aiinos

OTtBeT: a

IIK-2

18

Kaxkoii uHCTpyMeHT ucnonb3yercs npu TectupoBanun MC ams BeIBIeHUS ysI3BUMOCTeH u nHIUAeHTOB 1B,
CBSI3aHHBIX C HEOE30IIaCHBIMH CETEBBIMU COECAUHEHUAMMU?

a) aHanu3arop Tpaduxa (Wireshark)

b) IDE (cpena pa3zpabotku)

¢) oucHbI naker

d) rpaduueckuii pegakrop

OrtBeT: | a

IIK-2

19

IIpu o6Hapyxenuu unnunenta Ub B pamkax composoxaenus C, xakoil JOKyMEHT JOIKEH ObITh COCTABIEH B
MepBYIO ouepeanb?

a) TEeXHUYECKOE 3a/1aHue

b) akT paccienoBaHus HHIUACHTA

C) HOKHOCTHASL MHCTPYKIIUS

d) 6uzHec-man

Orser: b

IIK-2

20

Kaxkoe cpenctBo 3amuTsl HHGOpMALUK O3BOJSET IpU TecTUpoBaHUU C BBIIBUTH UHITUJICHTHL, CBS3aHHbIE C
yTeuKol KOH(MUICHIMAIbHBIX JaHHBIX Yepe3 ceThb?

a) DLP-cucrema (Data Loss Prevention)

b) anTHBUpYC

C) CHCTeMa Pe3ePBHOTO KOMUPOBAHUS

d) MexxceTeBoi dKpaH

OrtBeT: a

IIK-2

21

YeraHoBUTE COOTBETCTBUE Mex 1y TunoM uHiuaeHta Ub (1-3) u mepoii pearupoBanus (A—C) npu
obHapy»xeHuu uHIMAeHTOB Wb B pamkax composoxaenus MC. B 61aHk 0TBeTOB 3anumuTe
NOCNIeI0BaTeNILHOCTS (Hampumep, 1-A, 2-B, 3-C).

IIK-2

Tloxnrorosneno B cucreme 1C:Yuusepcurer (000001789)
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[Tun uHUKMAeHTa UB Mepa pearvpoBaHua

A. Vi300AUMA 33paXEHHOTO CErMeHTa, CKaHMPOBaHHE W yaaneHue

1. Bupycias araka BpeaoHocHoro MO

B. BnokupoBKa yUETHBIX 3anvced, CMeHa Naponen, yeeaoMneHune

2. YTeuka AaHHbiX
perynatopa

C. Nepexanpasnexve TpaduKa, ycuneHne MOWHOCTEH, HacTpoiika

3. RRos-aTaka GuabTpaumMn

OtBeT: 1-A, 2-B, 3-C

22

YcraHOBUTE COOTBETCTBUE MEXK Yy HHCTpyMeHTOM (1-3) u ero HazHaueHueM npu Tectuposanuu UC s
obnapyxeHus uHnuneHToB Vb (A—C). B G1aHK 0TBETOB 3alMIIUTE [IOCIEA0BATEILHOCTS (Hampumep, 1-B,
2-A, 3-C).

MHCTpyMeHT Haznauvenwe npu Tectuposanum UC

1. SIEM-cucTema A. MNepexear ¥ aHann3 CETEBOTO Tpaguka

2. Wireshark, B. LienTtpannsosanHblil cbop v koppenauva cobuitui GesonacHocTv

3. OWASP ZAP C. ObHapyxeHue yAzenMocTed B BeG-npunoxeHnAX

OrserT: 1-B, 2-A, 3-C

IIK-2

23

YcraHOBUTE COOTBETCTBHE MEXKAY cTaauei pearnpoBanus Ha uHImaeHT Ub (1-3) u e€ conepxanuem (A—C)
nipu oOHapyxeHn! nHIUAeHToB Vb 1 npuHsTHH Mep. B OnaHK OTBETOB 3alMIINTE [TOCIIEI0BATEILHOCTD
(manpumep, 1-A, 2-B, 3-C).

[CTaaunA pearposanmus CofepxaHue CTaanm

A. Boccranosnenve pabotocnocobHOCTY, yAaneHne BpeAoHOCHOTO

1. O6HapyxXeHWe W NOKaAn3aUmMa
Y KoAa

B. MOHUTOPHHF BHOMANWH, MACHTHMKALMA 3aTPOHYTIX

. YcTpaHenue
KOMMOHEHTOR

C. lokyMeHTHpOBaHWe, aHaNKU3 NPUUMH, paspaboTka mep
NpeAoTBpaLIeHHA

3. BoccranoBnenve v aHann3

OtBeT: 1-B, 2-A, 3-C

IIK-2

24

YcraHOBUTE NPAaBUIBHYIO NIOCIEA0BATEILHOCTS JEUCTBUI NIpu 00HapykeHuu uHnuaenta b 8 UC B pamkax
conpoBoxaeHus MC. Pacnonoxute Oykssl (A—D) B BepHOM HOpAIKE.

A) YcrpaneHue HHIMIEHTA (M30JSILKS, yAaJIeHUe BPeIOHOCHOIo Kojia, 0OHOBJICHHE)

B) O6Hnapy:xenue anomanuu (HeoObIUHBIN Tpaduk, c60il B paboTe)

C) Ananu3 npuduH U pa3padoTka Mep IpeJoTBpaIeHUs

D) lokyMeHTHpOBaHHE UHIUACHTA U YBEAOMIICHUE 3aHHTEPECOBAHHBIX CTOPOH

OrtBeT: B—-A—-D-—->C

IIK-2

25

YcraHoBUTE NPAaBUIIBHYIO IOCIEA0BATEILHOCTS 3TanoB TectupoBanus UC st o6HapyxeHus uniugentos Ub.
Pacnonoxure OykBbl (A—D) B BepHOM MopsiiKe.

A) AHanu3 pe3ynbTaToB U BIABICHHUE YSI3BUMOCTEH

B) IInanupoBaHue TecTHpOBaHUS (ONpeie/ICHUE 1ieneil U IpaHul)

C) BrinonHeHHe TeCTOB (CKaHUPOBAHUE, aHAIN3 TpaduKa)

D) [loaroToBka oT4éra ¥ peKOMEHAAIMI 10 YCTPAaHEHHIO

OrtBeT: B—-C—->A—-D

IIK-2

26

JlaiiTe pa3BepHyThIH OTBET
HasoBure He MeHee 1Byx npu3HakoB uHNuAeHTa Vb B VIC, K0TOpble MOTYT OBITh BBIABICHBI IPU
tectupoBanuu UC.

OrtBeT: HEOOBIYHBIE HUCXOOAIINE COCAUHECHU S, BBICOKAsA aKTUBHOCTD IIpOLECCOpa, MOSABJIICHUE
HCU3BCCTHBIX (baﬁHOB, MHOYKECTBEHHBIE OIIHOKU ayTeHTI/I(I)I/IKaL[I/II/I.

IIK-2

27

JlaiiTe pa3BepHYTHI OTBET
Ipu oGHapyxennn nanuneHTa UB, CBI3aHHOTO ¢ yTeUKON TaHHBIX, KaKOe IeHCTBHE JOKHO OBITH BHINOJIHEHO
B IIEPBYIO odepens?

OrtBert: |PI30J'[}ILII/I$I CKOMIIPOMETHPOBAHHOTO CETMEHTa CEeTU U OJIOKUPOBKA yUETHBIX 3alHCEH.

IIK-2

28

JlaiiTe pa3BepHYTHI OTBET
HasoBure cuctemy, KOTopast HCIIONb3yeTCs TS IEHTPaIN30BaHHOTO cO0pa M KOPPEISIUH COOBITHI
0e30I1acHOCTH IIpH 0OHapyKeHnH HHIKAeHTOB Ub.

OrtBert: |SIEM-CI/ICTeMa (Security Information and Event Management).

IIK-2

29

JlaiiTe pa3BepHYTHI OTBET
Kakoii mokyment ¢pukcupyer unpopmanuio o6 unimaente b mpu conporoxaennu UC?

OTBeT: |a1<T paccinenoBanus unimaenta b (or4ér 06 uHumaeHTe).

IIK-2

Tloxnrorosneno B cucreme 1C:Yuusepcurer (000001789)
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30 JlaiiTe pa3BepHYTHI OTBET TIK-2
HasoBute He MeHee IBYX Mep 110 IPEeIOTBPAICHNIO TOBTOpeHNs HHIMAeHToB 1B nocne ux oOHapyxeHuHsI.
OtBer: YCHIIEHHE MOHHTOPHHT'a, 0OHOBJICHHE ITOJIUTHK O€30IaCHOCTH, YCTaHOBKA JOMOITHUTEIIBHBIX
C3U, obyueHne nepcoHana.
31 IIpu BeIsiBNEHNK TpeOoBaHuii k CHCTEeMe, Kakie TPeOOBaHHsI ONPEACISIIOT HEOOXOIUMOCTh UCTIONB30BAHHS TIK-4
CePTU(HIIMPOBAHHEIX CPENCTB 3aIUTHI HHOOPMAIUH?
a) QYHKIIHOHAJIbHBIC TPEOOBAHUS
b) HOpMaTHBHBIE TPeOOBaHUS (PETYISITOPHBIC OTPAHHYCHHS )
¢) uHrepdeicHbie TpeOOBaHUS
d) TpeGoBaHMs K IPOU3BOIUTEILHOCTH
OrtBert: b
32 Ha srane xoHuenrtyanbHo-noruueckoro npoekruposanust MC kakas Moziesib ONMMCHIBACT NOTOKU JaHHBIX U I1IK-4
30HBI I0BEpHUs B cucteme?
a) ER-guarpamma
b) DFD (nmuarpamma NOTOKOB JJAHHBIX )
¢) UML-nuarpamma kiaccoB
d) BPMN-nuarpamma
OrtBert: b
33 Ipu BeIsBEeHNK TpeboBanmii k Cucreme ast UC, oOpabarsiBaroliiei epcoHaabHbIe JaHHbBIC, KaKOH TIK-4
HOPMAaTHUBHBIN IOKYMEHT SIBJISIETCSI OCHOBHBIM?
a) 'OCT 28147-89
b) 152-®3 «O nepcoHa bHBIX JAHHBIX)»
¢) ISO 9001
d) ITIL
OrtBert: b
34 UYro sBNISETCS PE3yNIbTaTOM 3Tara KOHIENTYaIbHO-JIOrHYeCcKoro npoekTupoBanus MC B 0061acTH 3aluThl TIK-4
uHpopMauu?
a) UCXOTHBIN KOJT IPUJIOKEHUS
b) Moznenb yrpo3 U apXUTEKTypa CHCTEMBI 3alUThI
C) MPOTOKOJIbI TECTUPOBAHUS
d) MapKeTHHTOBBIH ITAaH
OrtBert: b
35 IIpu BeIsBEeHNK TpeboBanuii kK Cucteme st UC, kakoii METON MCIOIB3yeTcs Ui 000CHOBaHHUs BHIOOpa TIK-4
CpeICTB 3aUThl HHpOpMAIn?
a) aHaJIM3 PUCKOB
b) Hanncanme xoxa
C) TECTUPOBaHUE
d) ycraHoBka o60pynoBaHuUs
OtBer: |a
36 YcTaHOBUTE COOTBETCTBHE MEXK/IY TAIIOM NMpoeKTHpoBaHus/conpoBokaeHus (1-3) u ero conepxxannem (A—C) [[TK-4
B 00acTy 3amuThl HHGOpMany. B OlaHK OTBETOB 3aIMIIUTE ITOCIIEA0BATENIFHOCTE (HanpuMmep, 1-B, 2-A,
3-C).
Pran Copepxanue
1. BoiagneHue TpeboBanuii A. MocTpoeHre MOAENM YTPO3, BHIBOP apXMTEKTYPbI 3aliMTbl
2. KoHuenTyansHo-10rMyeckoe NPoeKTHpoBaHne B. Onpepenenve Tpebosannii Kk knaccam C3KW v HopmaTueHoi Daze
3. COI‘IpOBO)KﬂEHME‘ MPOKTHBIX pEI_LIeHKﬁ C. AKI’YaJ’IHBﬂdI.lMﬁ AOKYMEHTAUKWK NPK U3MEHEHWUW YTDO3 W
Tpe6oBaHuii
OtBeT: 1-B, 2-A, 3-C
37 YcTaHOBUTE COOTBETCTBUE MEXy HOPMaTUBHBIM JOKyMeHToM (1-3) u ero coneprxanueM (A—C) npu I1IK-4
BbIABJIEHUH TpeOoBaHuil k Cucteme. B OGnaHk 0TBETOB 3amMIINTE MOCIEA0BATENbHOCTS (HanpuMmep, 1-A, 2-B,
3-0).
HopMaTHUEHBIA AOKYMEHT CopepxaHue TpeboeaHui
1. 152-03 «0 nepcoHanbHeIX AaHHBIX» A. TpefoBaHuA K cepTMHUKALMMK CPEACTE 3aWWMNTLI
2. Npukazel OCTIK Poccuu B. TpeboBaHMA K 3aLUMTe NePCOHANLHLIX A3HHBIX
3. TOCT P 34.10-2012 C. CraHaapT 31eKTPOHHOR NoANMCK
OtgerT: 1-B, 2-A, 3-C
38 YcTaHOBUTE COOTBETCTBHE MEXKIY TUIIOM TpeOoBaHusl k 3amute nHpopmanuu (1-3) u ero mpumepom (A-C)  [[TK-4
IpY BEISBICHUH TpeOoBaHmit k CucteMe. B O1aHK OTBETOB 3aIMIINTE ITOCIEN0BATENFHOCTE (HanpuMmep, 1-C,
2-B, 3-A).
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[Tun TpeboBanns Mpumep Tpebosanua
A. «CHCTEMa AOMKHA MCNONBI0BATE CEPTUGUUMPOBAHHBIA
1. ®yNKquHaﬂbHOG MEXCETEBOM 50
paH»

b. Hewynxuwauanbnoe (6(‘30“3(“05"}) E:a:g)!pEMﬂ BOCCTAHOBAEHMA NOCAE aTAKW HE A0NXKHO NpeBbIWaTL 1
b H C. «Cuctema aonkHa obecneuneaTthb WHGPOBaHKUE AaHHLIX NO

SATAG0 anroputmy AES-256»

OtserT: 1-C, 2-B, 3-A

39 YceraHOBUTE TIPaBHIIBHYIO MTOCISI0BATEILHOCTD ATAOB BhISBICHUS TpeOOBaHU K 3ammte nHpopmanuu mis  |[TK-4

HC. Pacnonoxwure OykBbl (A—D) B BEpHOM MOPSIKE.

A) I[IpoBenenue aHam3a pUCKOB M HACHTH(GHKAINS YTPO3

B) M3ydeHre HOpMaTHBHO-TTPABOBBIX TPeOOBaHUI

C) IIpoBeneHne UHTEPBBIO C 3aMHTEPECOBAHHBIMU CTOPOHAMH

D) ®opmMupoBanue U coriacoBaHue paszesa TpeOoBaHui k 3amuTe nHdopmanuu B T3
OtBer: B->C—-A—-D

40 YcTaHOBUTE MPABIIIBFHYIO MTOCIIEA0BATEIHLHOCTE 3TANIOB MTOCTPOCHUS MOJEIH YTPO3 IIPH TIK-4
KOHIIETITYaIbHO-JIorHYeckoM TipoektupoBanuu MC. Pacronoxute OykBbl (A—D) B BEpHOM HOpSIIKE.

A) UnenTudukaiys akTHBOB U UX [IECHHOCTH
B) INocTpoenue auarpamMmsl moTokoB ganHbix (DFD)
C) Onpenenenne yrpo3 U yA3BUMOCTEN ISl KaXKI0TO aKTHBA
D) Pa3pabotka Mep npoTuBoaeiicTBus U Bbioop C3U1U
OtBer: A—-B—-C—D

41 JlaiiTe pa3BepHYTHI OTBET TIK-4
HasoBure He MeHee IBYX METOIOB BBIBICHUS TpeOOBaHUH K 3amuTe nHpopmarmu 1 VIC.

OrtBer: aHaJIN3 HOPMAaTHBHBIX JOKyMEHTOB, IIPOBE/IEHHE aHAIN3a PUCKOB, HHTEPBBIOUPOBAHHE
3aUHTEPECOBAHHBIX CTOPOH, AaHKETUPOBAHHUE.

42 JlaiiTe pa3BepHYTHI OTBET TIK-4
Kaxoii apredakt pa3pabaTbiBacTCs Ha dTare KOHIENTYaIbHO-IOTHYECKOro npoektipoBanus MC u omuceiBaeT
YTPO3bI AJIsl CUCTEMBI?

OtBer: MOJIENIb yTPO3.

43 JlaiiTe pa3BepHYTHI OTBET TIK-4
J171s1 9ero MCcnop3yroTCs SKCIEPTHBIE METOBI IIPH BEISIBICHUH TpeGoBaHuUi K CHcTeMe B 00JIaCTH 3alIUTHI
uHpopMauu?

OrtBert: JUIS BBIABJIEHUS CKPBITHIX PHUCKOB, 000cHOBaHUs BbIOOpa C31 1 npoBepKH pearTucTUIHOCTH
TpeboBaHUI.

44 Jlaiite pa3BepHyTHIi OTBET TIK-4
Ha3zoBute He MeHee IByX HOPMAaTUBHBIX JOKYMEHTOB, TPEOOBaHUSI KOTOPBIX JOJDKHBI ObITh BBISIBIICHBI ITPU
MIPOEKTHPOBAHUU CHUCTEMBI 3aluThl nH(opmanun a1a VIC, obpabarsiBaromieil mepcoHalbHbIE JaHHbIE.

Ortser: | 152-®3 «O nepconansHbIX MaHHBIXY», [Iprka3zsr ®CTOK Poccun, TOCT P 34.10-2012.

45 JlaiiTe pa3BepHyThIH OTBET I1IK-4
Kaxkoii pa3nen TeXHUUECKOro 3alaHUs JOJKEH ObITh 0083aTeNbHbIM IIPU BhIIBIeHUU TpeOoBaHuil k Cucteme
s UC, obpabarsiBaroneil koHbHUIeHIIMAIbHbIE JaHHbIE?

OtBer: |pa3uen TpeboBaHMil K 3amUTe MHHOPMALIIH.
7. OueHo4YHbIe MaTepPUAJIbI POMEKYTOUYHOM aTTecTAlNU
Dxzamen wecmoi cemecmp
No Coneprxanue Bonpoca Komreren
n/n | ITpaBuibHBINA OTBET (KJIFOY OTBETA) s

1 JlaiiTe pa3BepHyThIH OTBET TIK-1
IIpu cozpanuu nporpammuoro koga UC mis aBromaruzanuy OU3HEC-IPOLECCOB, KAKOH METO 3alUThI
HHGPOPMAIMU UCHIONB3YETCsl IS IPEJOTBPAILEHHUS TOICIIKH TIepeJaBaeMbIX JaHHbBIX ?

Ortser: |3neKTp0HHa;I noanuck (DUIT) nmn HMAC (xem-kon ayTeHTH(GUKAIMHA COOOIICHN ).

2 JlaiiTe pa3BepHyTHIi OTBET TIK-1
HazoBute HEe MeHee IByX METOJOB 3aIlUThl HHPOPMALUHU, KOTOPbIE TOJDKHBI OBITh peali30BaHbl HAa YPOBHE
MPOrpaMMHOTI0 KOZia JUIsl 3aIUThI OT aTak THUIA «IepenoiHeHue Oydepar.

OtBer: IpOBepKa I'PaHHIl MACCHBOB, HCIOJIL30BaHUE Oe30MacHbIX GYHKIWI (Harpumep, strncpy
BMECTO Strcpy), HCIIOJIb30BaHHE SI36IKOB C aBTOMATHUECKHUM YIIPABICHUEM ITaMATBIO.

3 JlaiiTe pa3BepHYTHI OTBET TIK-1
IIpu pazpabotke npororuno UC kakoit MeXaHU3M HCIOJIB3YETCS I 00ecTieueHus 6e3011acHOTO XpaHEeHHs
napoJieii oyp30BaTesel B 6a3ze JaHHBIX?

OrtBert: xemupoBanue ¢ consio (berypt, PBKDF2, Argon2).

4 JlaiiTe pa3BepHYTHI OTBET TIK-1
HasoBute He MeHee IBYX CPEACTB 3aIUTHI HHPOPMAIIMH, KOTOPBIE TOIKHBI OBITH HHTErpupoBaHsl B 1IC Ha
JTarne co31aHus MPOrpaMMHOTO KOJA AJIS 3aLIUTHI OT yTeUeK JAaHHBIX.
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OrtBer: mmmdposanue nanubix (AES-256), DLP-cucrema, cucrema koutposst aoctyna (RBAC),
CHCTeMa JIOTHPOBAHUS U ayluTa.

5 JlaiiTe pa3BepHYTHI OTBET TIK-1
IIpu aBromarnzanmu 6uzHec-nponeccoB B MC, kakoif MeTox 3aiuThl HHGOPMALINH HCIIOIb3YeTCs TS
MIpeIOTBPANICHNs] HECAHKIIMOHUPOBAHHOTO TOCTyNa K QYHKIMSAM CHCTEMBI Yepe3 BeO-uHTepdeiic?

OrtBert: ayTeHTH(uKanus u apropusanus (Hanpumep, OAuth 2.0, JWT, ceccHOHHbBIE TOKEHBI).

6 JlaiiTe pa3BepHyThIi OTBET IIK-2
IIpu ob6Hapyxennu nunmaeHTa Ub, ceazannoro ¢ BpenoHocHbM [10 B MIC, kakue Mepbl JOJIKHBI OBITh
TIPUHSATHI B IEPBYIO OUepe/ib ISl JTOKAJIU3aluu yIpo3bl?

OrtBert: M30JAIMA 3apaXKEHHOTO CETMEHTA CETH, OTKIIIOUEHHE CKOMIIPOMETUPOBAHHBIX Y3II0B, 3aIyCK
aHTHBUPYCHOT'O CKAHHUPOBAHUSI.

7 JlaiiTe pa3BepHyThIH OTBET IIK-2
HasoBure He MeHee IByX Npu3HakoB HHNUAeHTa Vb, KOTOpble MOTYT OBbITh BBISBICHBI IIpH TecTupoBaHuu MIC
C IIOMOIIbIO aHAJIU3a CETEBOI0 TpaduKa.

OrtBer: HEeOoOBIYHBIE UCXOMSIIIE COSMHEHNS Ha Heu3BecTHbIE [P-anpeca, aHOMaIbHO BBICOKHI 00BEM
repeiaBaeMbIX JaHHBIX, HATMYHME TO03PUTENBHBIX ITPOTOKOJIOB.

8 JlaiiTe pa3BepHYTHI OTBET TIK-2
IIpu oGHapyxennn nanuneHTa Ub, cBs3aHHOTO ¢ yTeuKol KOH(GHUICHINAIBHBIX JaHHBIX, KAaKOIl JOKYMEHT
JIOJDKEH OBITh COCTABIICH U NIEPENaH PeryisiTopy?

OrtBeT: yBeJOMIIeHHEe 00 MHIUAEHTE (B COOTBETCTBUH ¢ 152-D3) min akT pacciaenoBaHus MHIUSHTA
ub.

9 JlaiiTe pa3BepHyThIH OTBET IIK-2
HazoBute He MeHee IByX HHCTPYMEHTOB, UCIIONb3YeMbIX npu TectupoBanuu UC s oOHapyKeHus
vHIUAeHTOB 1b B BEO-MPUIOKEHUX.

OrtBer: Burp Suite, OWASP ZAP, Nikto, Acunetix.

10 Jlaiite pa3BepHyTHIif OTBET IIK-2
Ilpu npunaTun mep nocie oOHapyxeHus nHuuaeHTa Ub, kakue neiicTBus HEOOXOAUMO BBIIOIHUTD JJIst
BOCCTAHOBJICHUS [IEIOCTHOCTH JAHHBIX?

OtBer: BOCCTAHOBJICHUE JaHHBIX M3 PE3EPBHBIX KO, MPOBEpKa IETOCTHOCTH (aiiiioB yepes
XElI-CyMMBI, aHaJIU3 )KypHAJIOB ayAuTa /IS BHIABICHUS U3MEHEHUI.

11 JlaiiTe pa3BepHYTHI OTBET TIK-4
HasoBure He MeHee IBYX METOIOB BBIBICHUS TpeOoBaHUH K 3amuTe nHpopMmarmu s VIC, o6pabareiBaromei|
KOH(pHIEHINATbHBIC TaHHEIE.

OrtBert: aHaJIM3 HOPMaTUBHO-TIPABOBBIX JOKyMeHTOB (152-®3, npukasst DCTIK),
HMHTEPBBIOUPOBAHUE 3aHHTEPECOBAHHBIX CTOPOH, IPOBECHIE aHAN3a PUCKOB.

12 JlaiiTe pa3BepHyThIH OTBET I1IK-4
Ha srane xoHuenrtyanbpHo-noruueckoro npoekruposanus MUC kakoli apredakT onuchIBaeT Bce BO3MOXKHBIC
HCTOYHHKHU YTPO3 U KaHaJbl yTeUKH HHPOpMAuu?

OrtBer: MOJIETb YTPO3.
13 JlaiiTe pa3BepHyTHIi OTBET I1IK-4

IIpu BeIABNEHUY TpeOoBaHuii k CucTteMe, Kakue TpeOOBaHUS ONPEEIAI0T HEOOXOAUMOCTb HCIOIb30BAHUS
KOHKpeTHBIX Ki1accoB C3U (Hanpumep, MexceTeBbIX dkpaHoB, COB, antuBupycos)?

OrtBert: HOpMaTHBHBIE TPeOOBaHUS (PETYIATOPHBIE OTPaHMYEHS) MK TpeOOBaHMS OE30MIaCHOCTH,
OCHOBaHHBIE Ha pe3y/bTaTax aHaJIN3a PUCKOB.

7.1. YpoBHHU oBJa/IeHUS

Komnemenyus: IIK-1 Cnocoben k paspadomxe npomomunoe UC u K cozoanuio npozpammmnozo
kooa HC ¢ pamkax evinonmneHus pabom no cozoanuio (moouguxauuu) u conposodxicoenuro UC,
ABMOMAMUUPYIOUUX 3A0aUU OP2AHUZAUUOHHO20 YRPAGIEHUSA U OU3HEC-NPOUECChl.

Hnouxamop oocmuswcenuss komnemenyuu: I1K-1.2 Cozoaem npoecpammusiii koo UC, nozeonsarowuil
aemomMamu3uposams OU3HeC-NPoYeccyl U peuams 3a0auu Op2aHu3ayUOHHO20 YRPAaGLeHUsL.

YpoBeHb XapakTepucTHKa Orenka B Oamiax

[ToBbIIEHHBIN JocTurHyTO MONHOE OBNAaJCHNE 3HAHUSMH, 81-100

YMCHHUAMU U HABBIKAMU. CTy,Z[eHT CBO6OI[HO BJIaaACCT
TepMHHOHOFHeﬁ, YMECT NPUMCHATHL TCOPECTUICCKUC
3HAHU B pA3JIMYHBIX CUTyallUAX IJI PCIICHUS
IIOCTABJICHHBIX 3aJa4.

bazoBrIit JoCTUTHYTO 1OCTaTOYHOE OBJIA/ICHUE 3HAHUSMU, 61-80

YMCHHUAMU U HABBIKAMU. CTy,I[eHT YBEPCHHO BJIAZICCT
TepMHHOHOFHeﬁ, YMECT NPUMCHATHL TCOPECTUICCKUC
3HAHUS B pA3JIMYHBIX CUTyallUAX AJI PCIICHUS
IIOCTABJICHHBIX 3aJa4.
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[Toporossrit JocTurayTo oBiajeHue MUHUMAJIBHO 41-60
HEOOXOIMMBIMU 3HAaHUSIMHU, YMEHUSMU U HaBbIKAMH.
CryneHT BnajieeT OCHOBHOM TEPMUHOJIOTHEHN, yMeeT
NPUMEHSATh TEOPETUUECKHUE 3HAHUS /IS PeIIeHUs
MOCTABJICHHBIX 33J1a4 B CTAHAAPTHBIX CUTYalUsX.

Hwuxe noporosoro Komnerennust He ocBoeHa 0-40

Komnemenyusa: IIK-2 Cnocoben k mecmupoeanurw HC u npunamuio mep npu ooOHapysceHuu
UHUYUOEHMO8 UHMOPMAUUOHHOU Oe3onacHocmu, ceéa3annvlx ¢ paoomou HC, 6 pamxax
GbINOIHEHUs padom no co3oanuro (moougurkayuu) u conposodricoenuro UC.

HUnouxamop oocmuowcenuss xomnemenyuu: I[IK-2.2 [lpunumaem mepvi 6 ciayyae OOHAPYI’CEHUS
unyuoenmos HUb, ceazannvix ¢ pabomou HUC, 6 pamxax 6vinoiHeHus pabom no co30anuio u
conposodcoenuio UC.

VYpoBeHb XapakTepucThKa Onenka B Oammax

[ToBbllieHHBIH JocTUrHyTO MONHOE OBNAJICHUE 3HAHUSIMU, 81-100
YMEHHUSMU U HaBbIKaMH. CTyeHT cBOOO/IHO BIajieeT
TEPMUHOJIOTHEH, yMeeT IPUMEHSTh TeOPETUYECKUe
3HAHUS B PA3JIMYHBIX CUTYalUsX JJIS peIIeHus
MOCTABJICHHBIX 3a]1ay.

bazoBriit JlocTUrHYTO OCTAaTOYHOE OBJIaJICHUE 3HAHUSIMH, 61-80
YMEHHUSMU U HaBbIKaMH. CTyZIeHT YBEPEHHO BJIa/ieeT
TEPMUHOJIOTHEH, yMeeT IPUMEHSTh TEOPETUYECKUE
3HAHUS B PA3JIMYHBIX CUTYalUsX JJIS peIIeHus
MOCTABJICHHBIX 33]1ay.

[Toporossrit JocTurayTo oBiajeHue MUHUMAJIBHO 41-60
HEOOXOIMMBIMU 3HAaHUSIMHU, YMEHUSMU U HaBbIKAMH.
CryneHT BiajieeT OCHOBHOM TEPMUHOJIOTHEHN, yMeeT
NPUMEHSATh TEOPETUUECKHUE 3HAHUS /IS PeIICHUs
MOCTABJICHHBIX 33/1ad B CTAHAAPTHBIX CUTYalUsX.

Hwuxe noporosoro Komnerenniust He ocBoeHa 0-40

Komnemenyua: IIK-4 Cnocooen k  eviaenenuro  mpeboeanuii Kk  Cucmeme, ee
KOHUYenmyaibHO-102U4eCKOMY  NPOEKMUPOGAHUIO U CONPOBOINCOEHUIO  PA3PAOOMAHHbBIX
nPOEeKmHbIX peuieHul.

HUnouxamop oocmuowcenuss xomnemenyuu: I[IK-4.1 Boisgnsem mpedosanus x Cucmeme u
KonyenmyanvHo-no2uyecku npoekmupyem HC.

YpoBeHb XapakTepucTHKa Orenka B Oamiax

[ToBbIIEHHBIHN JocTurHyTO MONHOE OBNAJCHUE 3HAHUSMH, 81-100
YMEHUSIMU U HaBbIKaMH. CTyIeHT CBOOOIHO BIaIeeT
TEPMHUHOJIOTHEHN, YMEET MPUMEHATh TEOPETUUECKUE
3HAHMS B PA3JIMYHBIX CUTYAIUSAX JUIsl pELICHUS
MOCTABJICHHBIX 3a/a4.

bazoBrIit JoCTUTHYTO 1OCTaTOYHOE OBJIA/ICHUE 3HAHUSMU, 61-80
YMEHUSAMU U HaBbIKaMH. CTYI€HT YBEPEHHO BIaJeeT
TEPMHUHOJIOTHEHN, YMEET MPUMEHATh TEOPETUUECKUE
3HAHMS B PA3JIMYHBIX CUTYAIUSAX JUIsl pELICHUS
MOCTAaBJICHHBIX 3a/a4.

[Toporossrit JocTurayTo oBlIageHUE MUHAMAJIBHO 41-60
HEO0OXOUMBIMH 3HAHUSIMHU, YMEHUSIMU U HaBbIKAMHU.
CryneHT BiaJieeT OCHOBHOM TEPMUHOJIOTUEH, yMEEeT
MPUMEHSTh TEOPETUUECKUE 3HAHUS ISl PEeILICHUs
MOCTABJICHHBIX 33/1a4 B CTAH/IAPTHBIX CUTYalIHsIX.

Hwuxe noporosoro Komnerenuust He ocBoeHa 0-40
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8. Marepua/ibHO-TEXHHYECKOe H YUeOHO-MeToAnYecKoe odecnevyeHue JUCIUILIHHbI
8.1. IlepeyeHb OCHOBHOM U IONOTHUTEIbHON y4eOHO TUTEpaTyphl

OcHosnasn numepamypa

1. BaykoB, A. A. 3amuTa nHpopManuu B OAaHKOBCKUX CHUCTEMax: yueOHHK s By30B / A. A.
BuykoB. - 2-e u3n. - Mocksa: FOpaiit, 2026. - 246 ¢ - 978-5-534-01679-6. - TekcT: 3neKTpOHHBIH //
HKO IOpaiir: [caiit]. - URL: https://urait.ru/bcode/584051 (mara oopamenus: 21.05.2026). - Pexum
JIOCTYTIA: TIO TIOJIITHCKE

2. Baykos, A. A. 3amuta uHpopMaIun: yueOHHUK i By30B / A. A. BHyKoB. - 3-€ u3z. - Mocksa:
IOpaiit, 2026. - 161 ¢ - 978-5-534-07248-8. - Tekcrt: anexrponnsiii / UKO Opaiir: [caiit]. - URL:
https://urait.ru/bcode/584050 (mara obpamenus: 21.05.2026). - Pexxum 0CTyTIa: 1O MOAIMCKE

Jlononnumenvnasa aumepamypa

1. llepbak, A. B. TectupoBanue mporpamMMHOro oOecreueHUs: y4eOHHK Juis By30B / A. B.
[llep6ak. - Mocksa: Opaiit, 2026. - 145 ¢ - 978-5-534-19291-9. - Tekct: anekrponusi // KO
IOpaiit: [caiiT]. - URL: https://urait.ru/bcode/590250 (mara oOpamenus: 21.05.2026). - Pexum
JIOCTYTIA: TIO TIOJIITHCKE

2. lllep6axk, A. B. Uadopmarnmonnas 6e3omacHOCTh: yueOHUK /i By30B / A. B. IllepOak. - 2-e
u3n. - Mocksa: FOpaiit, 2026. - 252 ¢ - 978-5-9916-4299-6. - Texkcr: anexrponnsiit / KO Opaiit:
[caiiT]. - URL: https://urait.ru/bcode/589902 (mara obpamenus: 21.05.2026). - Pexxum goctyna: mo
TIOATIHCKE

8.2. lIpodeccuonanbHbie 6a3bl JaHHBIX U pecypchbl «IHTEpHET», K KOTOPBLIM 00ecequBaeTCs
AOCTYH 00y4YaroImmXxcs

Ilpogheccuonanvhvle bazvl OaHHbIX

1. http://pravo.gov.ru/ - TocymapcTBeHHast cucrema mpaBoBoii nHpopmammu «OdUIHaIbHBIA
MHTEPHET-IIOPTAJ IPaBOBON HH(OPMALIUI

Pecypcor «Humepnemy

1. https://fstec.ru/ - DCTIK Poccun (opunmanbHbIi caiiT)
[TyGnukyeT HOpMaTHBHBIE MTPABOBbIE aKThl, IPUKAa3bl, METOJUUYECKHE JOKYMEHTHI 110 cepTU(UKAUN
CPEACTB 3alUThl HHPOPMALIUH, aTTECTAI[MM 0OBEKTOB HH(OPMATU3ALUU, METOJUKN MOJECTUPOBAHHS
yIpo3 U aHaJn3a 3anuieHHoctd. Heobxoqum Juist u3ydeHus: HOpMaTUBHO-IIPABOBON 0a3bl 3aIIUTHI
nHpopmanuu B PO.

Ccpuika: https://fstec.ru/

OHnalH-KypChI

1. HUY BIID — «Mertons! 1 cpencTBa 3amuThl HHGOpMAIHmy

Kypc 3HaKoMHT ¢ OCHOBHBIMH MOHATHAMH 3aIIUTHl UH(YOPMAIUH, TPUHIIUIIAMU OCTPOCHHUS CUCTEM
3aIUTHI, KAaTETOPUSMH MEpP 3alIUThl, UX CHWJIBHBIMU M ciaa0biMHu cTopoHamu. Ciymiarenyd moixydar
HaBBIKM BbIOOpA pelIeHui U3 pa3IMyHbIX KaTeTOPHl METOIOB U CPEJCTB 3aLIUTHl B COOTBETCTBUU C
TpeboBanusmu s KoHKpeTHbIX MC. Cocrout u3 9 neknuit ¢ BumeopparMeHTaMu U TecTaMu. B
Ka4eCTBE IKCIEpTa ydacTByeT mpeacTaButesb komnanuu «MapoTeKC» — kpymHOro poccuiickoro
paspaborunka CK3U.

2. https://stepik.org - [Inardopma ¢ oHIANH-KypcaMu OT aBTOPOB-TIPAKTHKOB

3. https://forum.lc.ru/ - Dopym paspaborumkoB 1C: Ha https://forum.lc.ru/ MoxkHO HaAWTH
o0CyXIIeHUS, KEHChI M OTBETHI Ha BOIIPOCHI TIO0 pa3paboTke MOOUIILHBIX TPUITOKEHHUH.

4. https://clck.ru/3RGazU - Poccuiickoe obmiecTBo «3Hanue» — «Lludposas rurueHa
BecrnarHeiii MpOCBETUTENECKUN OHIIAH-KYPC 1O U(PPOBOI TUTHEHE U OE30MACHOCTH B HHTEPHETE.
Coctout u3 11 paznenos ¢ BUACONCKIMSIMH U KOHCIIEKTAMH, TI0O OKOHYAHUH BBIAAETCS CEPTUDUKAT.
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8.3. IlporpamMHoe oGecniedyeHre 1 HHPOPMANMOHHO-CIIPABOYHBIE CHCTEMbI, HCI0JIb3yeMble
MPHU OCYIIeCTBJIEHHH 00Pa30BaTeIbHOIO NMpolecca no JHCHHUIINHE

Ilepeuensv npoecpammnozo obecneyeHus
(0OHOB1IEHUE NPOU3BOOUMCSL NO Mepe NOABTIEHUsL HOBbIX 8ePCULL NPOCPAMMDbL)

1. Draw.io (diagrams.net);
2. Koncyneranrt [1mtoc;
3. Moii oduc;

Ilepeuenv unpopmayuoHHO-CNpagouHbIX cucmem
(0OHOBIEHUE BLINOTHAEMCSL eHCeHEeOeNbHO)

He ucnonszyercs.

8.4. CnenmnanbHble NOMeNIEHHS, JIA0OPATOPUM B J1a00pPaTOPHOE 000PyI0BaHUE

YuyeOHble ayTUTOPUH AJIs1 TPOBECHHUS 3aHATHH KomrmiekTsl yueHnueckoit Meoenu
JIEKITMOHHOTO THIIA MynbsTUMEAUHHBII TPOEKTOP

Hocka

OkpaH
YueOHbIe aynuTOPUU AJIS IPOBEACHUS Komrutektsl yuenmueckoit Mmebenu
MPAaKTUIECKUX 3aHATHH (3aHATHH CEMUHAPCKOTO | MyNIbTUMEIUHHBIA TPOSKTOP
THUIIA) Hocka

DKpaH

Komneroteps! ¢ BoixogoM B ceTh «MHTEpHET» 1 DUOC (|
Y4eGHbIE ayTUTOPUU JJISl TPYIIIOBBIX U Komrutektsr yuenmueckoit Mmebenu
WHAUBUAYAIbHBIX KOHCYJIbTAIUM MynpTUMEANITHBIN TPOEKTOP

Hocka

DKpaH

Komneroteps! ¢ BoixogoM B ceTh «MHTEpHET» 1 DUOC (|

Y4eOHble ayTUTOPUH AJIS TEKYIIEro KOHTpoiast 1 |KommiekTsl yueHn4eckoi Medenn

MIPOMEKYTOYHOU aTTeCTallH MynpTUMEANITHBIN TPOEKTOP

Hocka

DKpaH

Komnsroteps! ¢ BoixogoM B ceTh «MHTEpHET» 1 DUOC (|

ITometeHus 111 CaMOCTOATENBHON PadOThI Komrutektsl yuenmueckoit Mmebenu

MynpTUMEANITHBIN TPOEKTOP

Jocka

DKpaH

Komneroteps! ¢ BoixogoM B ceth «MHTEpHET» 1 DUOC (|

[Tomernienus A XpaHeHUs U TPOGHIAKTHIECKOIO
o0cCITy)KuBaHUS 000PYIOBAHMUS KoMrutekTsl crienmani3upoBaHHOM MeOSTH 11 XPaHESHUS

Tloxnrorosneno B cucreme 1C:Yuusepcurer (000001789) Crpanuna 16 u3 16



